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European Security Requirements for CCS

NIS 2 CRACSA

European legislation

IEC 62443
2-1, 2-4, 3-3, 4-1, 4-2

CLC/TS 50701
IEC 63452

Standards

ER JU System Pillar Cyber Security specifications

Secure Component Spec
Shared Cybersecurity Service 

Interface Spec
Secure Communication 

Spec

Security Program Requirements (Application Guidelines)

Target: compliance and full tracing

RED
ISO 

27001



Timeline review System Pillar Cyber Security Specs

Feb Mar Apr May Jun Jul/Aug Sep Oct Nov Dec Jan 25

Review
1st draft 

Review 
2nd draft

Review
Final draft 

Final spec
publication

Current review (2nd draft):

• 2nd draft comment submission: May 17th via Excel file

• Comments accepted only with replacement text

• Public Q&A every Friday 8.30am – 9.00 am: Q&A Teams meeting 



5
Cybersecurity @ERA

• Monitor relevant activities related to cybersecurity
in the railway context

• Cover safety requirements of the rail system, e.g. the assessment 
of safety consequences originated by security threats

• Reflect the above in Technical Specifications for Interoperability
and Common Safety Methods

Regulation 
considerations

• Close relationship with ENISA and European Commission

• Cross-fertilisation with EASA and EMSA to develop a transport 
cybersecurity policy

• Dialogue with National Cybersecurity Agencies (e.g. ANSSI, BSI)

• Support sector-led Information Sharing initiatives

Cooperation 
building



6 ERA-ENISA collaboration

Framework
MoU
Transversal activities
Conference

TSI/CSM
Review existing
New requirementsMapping

Cybersecurity to
Railway policy
Certification



Taxonomy SP Cybersecurity terms and specs
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