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» AGENDA

= Course Details
= EXxercises
= TS-50701Takeaways

= Other Industries
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The Course

UNIVERSITAT POLITECNICA DE CATALUNYA
BARCELONATECH

= Taught at UPC Vilanova | la Geltru Campus

School of Professional & Executive Development

= Financed by the Ministry of Transportation
= Hybrid format
= Focus on Rail Professional

= Postgraduate degree in Cybersecurity in
Rail Networks, issued by the Universitat
Politécnica de Catalunya.

s :'a" de Financiado por
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‘ y Resiliencia NextGenerationEU
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» Teaching Staff

Miquel Soriano

Josep M. Pegueroles

Juan Hernandez
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» Next to the Museo del Ferrocarril

LI I 2 Yy
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» The Students

= 23 Students
= Professional Backgrounds

= Mostly from Spain
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Student Backgrounds in Ra|I|r§0¥be_rFecur1t¥tiCours,e

strial Organization Engineers
Computer Science (Systems)

Computer Science (Management)

Risk Graduates

Electronic Engineers Civil Engineers

Criminologist

Mechanical Engineer

) ) Telecom Engineers
Industrial Engineers
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Student Professions in Rail Cybersecurity Course
Undisclosed

Directors & Senior Management

Project

Engineers (Maintenance and Systems)

Mid-Level Managers & Technicians
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Managers

Railway Security Specialists

Auditors & Inspectors
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Student Procedences in Rail Cybersecurity Course
Other Countries

Valencia

Barcelona (BCN) Madrid
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Course Plan

= Introduction to Cybersecurity in Rail
Systems

= Regulation of Rail Cybersecurity
= Cybersecurity Assessmentin Rail Systems

= Cybersecurity Measures

Practical Cases and Projects
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» The Course

= Theory and Practice
= Eight practical exercises plus final project

= Practical exercises for both train and
infrastructure (Risk assessments,
deployment of controls, etc)

= Use of Gen Al to create realistic complex
target systems (e.g. on train network)
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TS-50701 Takeaways
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TS-50701 as an Effective Teaching Document

= Helps create a structured learning path for
cybersecurity in rail networks

" " . Business enterprise | Eg 150 :gg,{:gggﬁm 5
= Ideal as a “textbook" for professionals zoneor 17" -for | || SOREe®
o o planning, logistics, g s
entering cybersecurity sl & engineering | | — AT
L e 2 IR B s
= Bridges the gap for students without a J L - | :
cybersecurity background by offering a N i 4 nis2 birectie
practical understanding of 62443 Control zone or system g
standards . e M i B
. . . 2 IEC g
= Practical procedures make it easier for N
students to follow and apply in real-worid
scendarios.
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Bridging the Knowledge Gap

= Accessible to professionals with no prior cybersecurity experience, particularly those
from the rail industry.TS-50701 links cybersecurity concepts with familiar aspects of rail
safety and operations (e.g., Section 2 on safety)

= Helps students relate existing knowledge of rail networks to new cybersecurity
requirements

= More effective than starting with IEC 62443, which can be too technical and complex for
newcomers

= Templates (e.g. zoning) bridge the gap between existing knowledge and new
cybersecurity concepts.
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Regulatory Alignment and Future Relevance

= Addresses concerns about regulation, 21
specifically NIS 2 Articles

= Aligns with Article 25, which requires Artices23 )
European standards where possible

>10m revenue

= Though not yet a standard, TS-50701 aligns I e s
with upcoming compliance requirements Py P

Essential Entities 1. Additional Essential Entities 3. Selected Entities
* Energy * Drinking & wastewater of national

= Students felt empowered bY. learning a ; Transportation |+ Manufacturers o pharmaceutcal | | jmportance
standard that will be essenti

1 \ al for fu ure . IFI:r;raans:irauch:JtI‘ar;ket e « Space infrastructure and services O;"V size
* Health
com plla nce Wlth NIS 2 * Drinking Water Supply 2. Important Entities 4. Including

a{“! Distribution *  Food production, processing & distribution connected
. Dlg'_“' Infrastructure * Manufacturing of chemicals, medical « Subcontractors
* Online Marketplaces devices, computers, electronics, optical

o o o
= Provides a master plan for building a [ Cnesearngines | o, okt e ooty | | Snesponrs

Cloud Computing Services and equipment,

cybersecurity strategy that meets regulatory rorvenites i E—————

Major incidents/threats must be

* Heating, electricity S .
e m a n s market, oil storage declared within 24h since aware. Must
+ Waste management cooperate with local authorities. Fines
up to 2% of turnover (max. €10M)
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TS-50701 Takeaways
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Challenges with Risk Assessment Templates

= Risk assessment templates in TS-50701 were not as useful compared to other
templates (e.g., zoning and segmentation)

= Students often created their own risk assessment templates based on IEC 62443,
leading to inconsistency

= Confusing guidance: TS-50701didn’t provide clear instructions on how to connect
risk assessments with zoning and conduits

= Likelihood-based assessments were problematic, as different professionals had
varying interpretations of likelihood

= Recommendation: Future versions of TS-50701 should provide stricter, more
consistent templates for risk assessments

= Shift towards consequence-based assessments: Suggest moving from likelihood to
consequence-based risk assessments, which are easier to align with zoning and
criticality.
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ELEMENTO LISTADDIDEIEVENTUSICONBIESCE DEFINICION DE LOS RIESGOS POTENCIALES (011212023) ZONA (01/12¢2023) CONASECUNINOSHA ZONA REAL (0211212023) Confidencialidad Integridad Disponibiliad
(0141212023) 021212023)
Aeceso Mo Autorizade: Riesgo de que personas no auterizadas obtengan acceso al sistema, lo que
podrl'a llevara mampu\aclén dedatos o inlcrrupcian del servicio.
~Intruzidn en la centralita gi esta ¢ encuentra en red. :ﬁ:aquc:.d‘c Ingc;!::rl'a Slo:ial: Zo. ' ’a: de quf loz uzuarios zean cngaﬁado: para revelar
1 |Unidad de Contral Principzl -Fallo de concctividad can otros dementostequipos del tren, | ™ 1M EIEn SERiEnenl e cradsnsiales de accusas Operacional 2c-L5 Medio Bajo Bajo
- Fallo de alimentacién, . e e . .
Error de Configuracién: Realizacién de tareas para la pinesta en funcionamicnta
Interrupciones en el Suministra de Energia y conexiones : La Falta de suministre eléctrico podria
afectar el i i del siztema
Interrupciones en ¢l Suministro de Energia: La falta de suministre cléctrico podria afectar ¢
Fallo en vequlacida de bemparaturs ionamicnt dal sitema de sire ici lo que podria impactar negativamente en ks
z | Sistema de Aire Acondicionada - Funcionamients intempeztive. comadidad di loz pasjeres. Operacional 2011 Medio Medio Alta
- Manipulacion del «quips por parte de otro sistema Fallos Técnicos Mo Detectados: Ficsge de que los fallos en ol sistema no sean identificados a
tiempa, lo que podria resultar on la falta de &n dreas criticas.
Fallos Tdenicor @ Bloqueas: Risege de mal Funcisnamients de los sictemas de WC, ls que podris
- Entrada del PLC del sensar de "bafio acupada” causar molestins 5 los pasajeras o interrupcianes en ol servicio
32 |'WCEstindary PMR - Intrugién en ¢l Funcionamicnta de los clementos del bafa (WG, Dperacional 2c-L2 Mo aplica Mo aplica Mo aplica
secador, ete.) Yandalizme: Pozibilidad de dafie deliberado alos sistemas de WG, lo que podria afectar su
i i 1 requeric i costasus,
“Fallo de configuracian, Accese Mo Autorizado 3 laz Imigenes: Fiesga de que personas no autorizadss abtengan access 3
- Fallo del equips por intrusién. las imigenes de CCTY, comprametiends la privacidad y sequridsd.
4 Sisterna de YVideo Vigilancia CCTY -Fallo debide 2 manipulacién externa, Integridad, dizponibilidad y confidencialidad 2C-L3 Aleo Aleo Medio
- Fallo ¢n la emizion de datos al exterior par o | sabotaje: de que lo disp de CETY sean dafiades intencionalmente, dejanda
inteqridad. dreas sin supervisidn
Manipula(ién de Infermacin: Ri 29 de que s introduzca infarmacian falsa en los sistemas de
) . ) Intercepdidn mor accass s red interna del tren informacién, o que podria causar confusian y aFectar s confisnza de los passjeras. ) )
5 | Sisterna de Informacidn al Pasajero F pelon par accest . il Integridad, disponibilidad y confidencinlidad 2c13 Medio Alto Medic
-Fallo de I configuracian por mala inztalacian. I . . N N N . "
nterrupciones del far dad de que ol sickems experiments interrupcionas, lo que padria
dejar 3 los pasajers: s tualia:
Pérdida de Datos Criticos: Ficsgo de que s¢ picrdan dates imporkantes debide a fallos e ol
- Pasible manipulacién de datos en entre [ captacion y el sistema, lo que padria afeckar | capacidad de investigar incidentes.
% |Registrador de Eventos ordenador principal. Integridad, disponibilidud y confidencialidad E Alto Alto
-Fallo en Iy cronclagia de los eventos. Manipulacién de Fregistros: Posibilidud de que los registras sean manipuladas para ocultar eventos
ne descados,
prcian de G- Riczge de que lis oan pradas,
) A ~Fallo de comunicacién y envio de dates P = el S tranzmiic. Operadonal
T [Sistemna de Comunicaritn GSM-R ol ds comuicacion y ek de dates. A 2cL5 Alta Alta Alta
& . Fallos en ka Red: Posibilidad de que s red experimente fallos, lo que podria afectar la én | Integridad, dispenibilidad y
aritica enbre brencs y eskacionss.
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Unidad de Control Principal

Sistema de Aire Acondicionado
WC Estandar y PMR
Sistema de Video Vigilancia CCTV

Sistema de Informacién al Pasajero

Registrador de Eventos

Sistema de Comunicaciéon GSM-R

Sistema de Deteccién de Incendios
Conexion WiFi

Sistema Contador de Pasajeros
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Parar el tren

No poder parar el tren

No se pueda detectar un fuego

No se pueda detectar sobretemperatura de rodadura

Bloquear DM u otras pantallas en cabina
Corte de sistema eléctrico de servicio del tren (pantografo,
disyuntor, ...)

Que no funcione el aire ac
Inutilizar los servicios WC

Acceso a las imagenes CCTV

Exhibicién de imagenes/audios inapropiados en sist. Info. al
viajero

No permitir la exhibicion de imagenes/audios

Alterar datos del JRU / event recorder
Que no pueda comunicarse datos con centro de control (CRC,
RBC)

Que no pueda comunicarse voz con centro de control (CRC)
No se pueda detectar un fuego

Robo de datos de pasajeros

Manipulacién del conteo automatico de pasajeros
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LIKEHOOD
EXP VUL L THREAD RISK

Low
Significant
Significant
Significant

Low

Low
Medium
Low
Significant

2 2 3 Low
Low

1 2 2 Low

1 2 2 Medium
Low
3 High
High
3 Low
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ASSET ZONE

ZC-RS 5

ZC-RS 4
ZC-RS 3
ZC-RS 3

ZC-RS 3

ZC-RS5

ZC-RS5

ZC-RS 4
ZC-RS1
ZC-RS 3



Freshening Up Controls

= Lack of clarity on control types in TS-50701, especially regarding
physical vs. software controls (e.g., firewalls, gateways, data diodes)

= |EC 62443-3-3 (2013): Controls are somewhat outdated; an opportunity
exists to refresh controls for rail-specific needs

= |Importance of physical controls: Rail systems rely on physical safety
mechanisms (e.g., relays) to prevent system damage, not fully
accounted for in IEC 62443-3-3

= Confusion among students: Some students struggled to differentiate
between physical and software controls, particularly when performing
detailed risk assessments

ﬂ waterfall
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» Detailed Risk Assessments

= Detailed risk assessments: Section 7 in TS-50701 briefly touches on risk
assessment vectors (e.g., SL vectors), but students found it confusing

= Opportunity to provide practical examples on how to perform detailed
risk assessments, particularly for rail systems

= Adding an appendix for detailed risk assessment methods, similar to
how conduits are discussed, would be beneficial for students and
professionals alike

ﬂ waterfall
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Final Thoughts:
Other Industries
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» Maybe More than Rail?

= TS-50701can inspire other industries

= | will discuss this in the upcoming S4 conference in Tampa
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