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EXAMPLES OF ATTACKS ON SUPPLY CHAIN
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2022 2023 2024 2025 2026 & BEYOND

New regulation for

automotive sector 

- cars and supply

chain

Essential & Important

Entities must

reinforce cyber 

measures and 

supply chain

Traditional and 

non-traditional

financial institutes

must implement

cyber measures

All connected

products must

demonstrate cyber 

conformity

Machinery must

account for AI and 

Cybersecurity for

safety

Radio devices

must reinforce

cybersecurity

EU wide program

for closing the cyber 

skills gap 
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A C A D E M Y

C Y B E R  S K I L L S

N I S  2  D O R A C R A M P R R E D

LEGISLATIVE ACTIVITY IN EUROPE



IMPACT OF CYBER SECURITY ON THE VALUE 
CHAIN

OWNERS 

OPERATOR

I Where are my risks?

I How can I prevent 

attacks?

I How can I prepare for 

attacks?

SYSTEM INTEGRATOR

I Am I aware of all the 

connected devices 

and systems?

I Am I sure the entire 

system is designed 

securely?  

MANUFACTUERS

I Am I in compliance 

with the requirements 

of the market?

I Are the products I´m 

procuring secure?

SUPPLY CHAIN

I Am I producing 

secure products?

I How can I 

demonstrate my 

products are secure?

Rail

Example



6

NIS2 DIRECTIVE – SUPPLY CHAIN REQUIREMENTS

Directive Intro

Article 22

Article 21

SHOULD SUPPLIERS BE NIS2 READY?
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ISO/IEC 27001 SUPPLY CHAIN REQUIREMENTS

Domain A.15

SHOULD SUPPLIERS BE ISO/IEC 27001 READY?



Qualification process

• High level checklist to be pre-filled by a supplier

• Qualification to be included in approved supplier list

• High level commitment to Cybersecurity 

• Agreement for third part audits once a year

• Review based (on site audits)

• Assessment based (detailed 
review of evidence)

Contracting

Monitoring
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SUPPLY CHAIN PROCESS



Step 1. Creating 
Supply Chain 
Management 
procedures

Step 2. 
Preparing the list 
of requirements 

for suppliers

Step 3. Suppliers 
verification

Step 4. 
Monitoring of 

suppliers

Defining criteria to 

split suppliers into 

different categories

Questtionairies for 

low and high risk 

suppliers

Direct and in-direct 

purchasing

Supplier reviews 

for low risks

Supplier 

assessments for 

high risks

Timeline: 2 months Timeline: 1 month Timeline: 6-12 months Timeline: Re-occuring

Re-occuring review 

of suppliers 

Follow up on 

reported suppliers 

changes, incidents 

etc

SUPPLY CHAIN MANAGEMENT – EXAMPLE



Supply chain 

management– ISMS

Focus IT

Supply chain 

management 

– SDLC

Focus 

components 

for products

Supply chain management - ISMS

Process for indirect 

purchasing: qualification, 

contracting, monitoring

Information Security 

Requirements for Supplier 

Relationship Management

Cyber Security 

Requirements for third 

party components

Process for direct 

purchasing: qualification, 

contracting, monitoring

Required templates: 

contract, supplier checklist, 

NDA etc

Required templates: 

contract, supplier 

checklist, NDA etc

STEP 1



STEPS 2 AND 3

Quick check of suppliers 
based on prepared 

checklist

• Checklist based on the 
company requirements 
or best practise in cyber 
security (e.g. ISO27001)

׀ S U P P L I E R R E V I E W  

׀ F O R  L O W  R I S K  S U P P L I E R S

Detailed review of 
suppliers including risk 

assessments

• Requirements assessed 
including evidence 
review from each 

supplier

׀ S U P P L I E R A S S E S S M E N T

׀ F O R  H I G H  R I S K  S U P P L I E R S



S U P P LY  C H A I N  M A N A G E M E N T

This is a process rather than one-
time activity. 

Using a dedicated supply chain 
monitoring tool will simplify the 
process

*

• Important to perform regular review 

of existing suppliers at least once 

a year (repetition of Step 3)

• Focus on potential changes of 

suppliers details and specific risks

• Reaction to incidents related to 

suppliers and intregration into 

general incident response process

STEP 4



SUMMARY
01

The volume of supplies for a large 

organization can be in thousands; focus on 

critical and high risks first

02
Use requirements from excisting standards 

such as ISO27K and IEC62443, this will 

support consistency in the eco-system

03
Agree on the responsibilities for cyber 

security in supply chain early in the process, 

whether it is purchasing, IS team, product 

security team etc. 

04
Select the optimal contracting way to include 

cyber security, negotiating will be a difficult 

process 

05
Pay attention to specifics of direct and in-

direct purchasing, in certain cases even 

products used direcrly in production might 

come under in-direct purchasing

BEST PRACTICES
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ANNA PRUDNIKOVA
Head of International Cybersecurity 
services

▐ Anna.prudnikova@bureauveritas.com

BUREAU VERITAS

QUESTIONS?
CONTACT US
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