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Role of the Europe's Rail States Representatives 
Group in Cyber security

Agencies, associations and partnerships

System 
Pillar 

coordinates all 
EUROPE’s Rail 
activities with    
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11 sectors of high criticality:

 transport,

 energy,

 digital infrastructure

 ICT services management,

 space

-------------------------------------------------------------------

 banking,

 financial market infrastructure,

 healthcare,

 drinking water,

 wastewater,

 public administration.

4th ERA-ENISA Conference on Cybersecurity in Railways

NIS2 and its impacts

In member states it is going to be necessary to ensure 
that regulated services (high criticality) in transport 
and related fields are fully interoperable.

Is there a need for a new cyber 
security TSI then?

Railway system belongs to the critical – but 
most probably to the 

SUPER CRITICAL infrastructure 



As of October 17, 2024, the EU's mandatory for transposition of the 
cybersecurity directive NIS 2 will be implemented and is expected to enter into 
force at that time or for the foreseeable future thereafter.

HR, IT, BE - already transposed
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NIS2 – transposition process in the Czech Republic

Transposition process 
(fastest possible timeline)

September 17, 2024 –
Chamber of Deputies 
started the approval 
process of the Cyber 
Security Law - 1st  
hearing

Mid - November  
2024 - 2nd 
hearing in the 
Chamber of 
Deputies 
started

End of Q1 2025 -
3rd hearing in 
the Chamber of 
Deputies - final 
approval

End of the Q2
2025 - approval 
in the Senate of 
the Parliament of 
the Czech 
Republic

July 2025 –
signature by the 
president of the 
Czech Republic

Transposition 
finished

From the rail sector perspective is 
Regulation better option than 
Directive because of ensuring  
interoperability 
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Space and NIS2 impact

EU Space Programme
The EU Space Programme is the first integrated space
programme created by the European Union to support
space-related policies. It addresses societal challenges,
technological innovation, supporting the EU's internal
market, but also ensuring protection against and
prevention of various security threats. The programme
consists of several components. The security aspects of
the individual components of the EU Space Programme
in the Czech Republic are managed by the NACIB. The
Ministry of Transport is the manager of the entire EU
Space Programme in the Czech Republic. Components
of the EU Space Programme:

• Galileo
• EGNOS
• USC
• GOVSATCOM
• Copernicus

This is very specific area with a specific regulatory rules.  
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NIS2 transposition – MS example 
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NIS2 transposition – MS example 



Cyber security 
is one of the most important parts of all 
processes in the entire railway system – starting 
from

 production of rolling stock,

 signalling systems, and all infrastructure 
subsystems and components

 monitoring and control systems, 

 transport planning 

to 

 provisioning processes to the sale of travel 
documents to passengers

 provision of consignment notes and other 
necessary documents for the transport of 
goods. 
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NIS2 and its general impacts

Technical 
Specifications for 
Interoperability 
(TSI)

Regulation (EU) 
2020/1056 Project 

CIV – tickets
RID - safety list
CIM –
consignement note
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NIS2 and interoperability



4th ERA-ENISA Conference on Cybersecurity in Railways

NIS2 and its impact to rail operation 
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Impact of space technologies used in digitalization and 
automation of the rail system to cyber security
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Interoperability framework in each field of the rail 
system (incl. telematics as non-safety related TSI)
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Reference to specific rail freight transport (military and RID)
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Key safety and operational indicators

From the point of view of the Member States, rail transport is a key strategic sector which 
must ensure the operation of other key sectors at all circumstances. 
These sectors are 

• defence, 
• national internal security, 
• integrated rescue system and 
• strategic industries. 

Considering these strategic needs of the Member States and the EU as a whole, it is 
therefore necessary to consider how to ensure that the development of new smart 
information technologies, artificial intelligence, and automation of transport processes 
is not the main risk factor or a limiting factor in safety of the rail system.

It is therefore also necessary to consider that critical safety on-board and ground systems 
should be implemented in a way that allows for them to be circumvented in the case of a 
cyber threat and, importantly, redundancy needs to be ensured in "crisis mode" with a 
minimal IT support.
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Europe’s Rail SRG Members 
EU

AT
BE
BG
CY
CZ
DE
DK
EE
ES

EU
FI
FR
GR
HR
HU
IE
IT
LT
LU

EU
LV
MT
NL
PL
PT
RO
SE
SI
SK

Non-EU
NO
TR

Non-EU
UK
Transport Community 
(Western Balkan)

Non-EU
AL
IL



Founding Members
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Europe’s Rail Founding Members
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