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q Role of the Europe's Rail States Representatives
Group in Cyber security
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11 sectors of high criticality:
» transport,

energy,

digital infrastructure

ICT services management,

space

banking,

financial market infrastructure,
healthcare,

drinking water,

wastewater,

public administration.

NIS2 and its impacts

In member states it is going to be necessary to ensure
that regulated services (high criticality) in transport
and related fields are fully interoperable.

Railway system belongs to the critical — but
most probably to the

SUPER CRITICAL infrastructure
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Is there a need for a new cyber
security TSI then?



q NIS2 - transposition process in the Czech Republic
As of October 17, 2024, the EU's mandatory for transposition of the
cybersecurity directive NIS 2 will be implemented and is expected to enter into

force at that time or for the foreseeable future thereafter.

HR, IT, BE - already transposed

i Transposition process July 2025 -

(fastest possible timeline) signature by the
president of the

Czech Republic

End of the Q2
2025 - approval
in the Senate of
Enddhof Q12025-  the Parliamentof  Transposition
rd hearing in the Czech ini
the Chamber of Republic finished
. Deputies - final
Mid - November approval
2024 - 2nd
hearing in the
Chamber of
Deputies
started

September 17, 2024 —
Chamber of Deputies
started the approval
process of the Cyber
Security Law - 1st
hearing

From the rail sector perspective is
Regulation better option than
Directive because of ensuring
interoperability




q Space and NIS2 impact

This is very specific area with a specific regulatory rules.

EU Space Programme

The EU Space Programme is the first integrated space
programme created by the European Union to support
space-related policies. It addresses societal challenges,
technological innovation, supporting the EU's internal

‘CTUAIMDi.NBEII'MViiMO iwo'

« GOVSATCOM
« Copernicus

market, but also ensuring protection against and EU | CR
prevention of various security threats. The programme | ;
consists of several components. The security aspects of EC I NUKIB m—— |
the individual components of the EU Space Programme ! N
in the Czech Republic are managed by the NACIB. The E2D e l
Ministry of Transport is the manager of the entire EU : _ o
Space Programme in the Czech Republic. Components S 1 T - = pilimeti/
of the EU Space Programme: = ! : -
SMC. [t = o | = o

I |
« Galileo e | | J T Vawal
« EGNOS l
. USC | | | ] | }
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NIS2 transposition - MS example

k Vladni navrh
£ .
ZAKON
ze dne 2024
o kvbernetické bezpeénosti

Parlament se usnesl na tomto zakoné Ceské republiky-

CAST PRVNI
KYBERNETICKA BEZPECNOST

Hlaval
Zakladni ustanoveni

§1
Predmét upravy

(1) Tento zikon upravuje préva a povinnosti osob. organizaénich slozek stitu a dalsich
organti vefejné moci v oblasti zajiftfovani kybemetické berpefnosti a piisobnost a pravomoci
Nirodniho ifadu pro kvbemetickou a informaéni bezpeénest (dile jen . Urad™) a daliich
orzanti vefejné moci.

Tento zikon se dale vztabuje na oschy, Ltere na tzemi Ceské republiky za]lst’uu sité uebo
poskytuji shufby elektronickyeh komumkaci podle jiného pravniho predplsu !_bez ghledu
na misto Jejich usazeni.

na piimo pousitelné piedpisy Eviopskeé unie®l.

! Zakom € 12772005 Sb., o elekmomickych komumikscich a o zméné nékterych souvissjicich zikomd
{z.ikun o elektronickych komumnikacich), ve méni pozdéjsich predpisi.

Smérnice E\'mpskeho parlament 2 Rady {EU’J 2022/2555 ze dne 14. prosince 2022 o upr.atremrh k zajiséni
vysoké spolefns urovné k)bemeudre barpainost v Unii 2 o zméné nafizeni (EU) £. 9102014 3 smémice (EUT)
20181972 a o zméent smémice (EU) 20161148 (smémice KIS 2).

‘' Wafizeni Evropskébo parlamenm a Rady (EU) 2019/881 ze dpe 17. dubma 2019 o agemmie ENISA
(.- Azentufe E'l'ropske unie pro kybernetickon bazpecnusr ), o cemifikaci kyberneticks bezpeuwsu informaénich
a kommmikafnich technologii 4 o zrofeni nafizent (E17) £ 5262013 (,akt o kyberneticke bezpednost™).

Mafizeni Exvropského parlamentu a Rady (EU) 2021887 za due 20. kvéma 2021, ktarym e mimje Evropské
primyslové, techaologické & vizkumné centum kompetenci pro kybemetickou bezpetnost a sit’ nérodnich
koordinaénich center.

MWafizeni Evropskeno parlsmenm a Rady (EU) 2021/696 ze doe 28 dubna 2021, kterym se zavadi Eosmicky
program Unie a Zizuje Agzenturz Evropské unie pro Kosmicky program a zrufuji nafizeni (EU) €. 91272010, (EU)
£ 12852013 a (EU) £ 377/2014 a rozhodout & 541/ 2014EU.

Fozhodnuti Evropskeho parlamenm a Rady ¢ 1104/2011EU ze doe 25 fijna 2011 opodmmkich pistapu
k vafejné regnlované slufbé pabizené globilnim dmicovim navigaénim systémem vytvofeaym na zikladé
programm Galileo.

Hlava II
Poskytovatel regulované sluzhy

Dil1

Regulovana sluzba a rezim jejiho poskvtovatele

513
1 Regulated service

A regulated service 1s a service which was deemed as such by the Agency as per § 6 par.

(]

Podminky pro registraci regulované sluiby

a) 1tis a service of sisnificance for the security of important social or economic activities.
or for the security in the Czech Republic in some of these fields:
vefejna sprava a vikon vefejné moci.
EnLerZy.
vyrobni primysl.
potravinaisky primysl
chemicky primysl.
vodni hospodafstvi.
odpadové hospodafstvi,
8. fransport
9. digital infrastructure and services.
10. finanéni trh,
11. zdravotmctvi
12. science, research and education,
13. poitovni a kurymi slufby,
14, defence industry,
15. space indusfry a
b} poskytovatel sluzby je strednim nebo velkym podnikem ve smyslu dopomuéeni Komise
2003/361/ES ze dne 6. kvéma 2003 o definici mikropodniki a malych a stfednich
podnikii (dile jen _doporufeni Komise 2003/361/ES“®. nebe je vyznammy

bl

E

6 Sd&leni Ministerstva primysh 3 obchodu £ 72023 o vyhliseni feského méni doporadeni Eomise 2003/361/ES
ze dna 6. kvéma 2003 o definici mikropodniki a malych a stfednich podnika,
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NIS2 transposition - MS example
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Mdrednl dfad

pro kybarnetickou N l I K I B
g informeEn| bezpednost

Reporting of cybernetic security incidents

N
Incident is a breach of security of information within assets.

Information security is ensuring confidentiality, integrity, and availability of information
and data. y.
A

The law is expected to come to force on 1st January 2025.

Providers of regulated services start reporting cybernetic security incidents within 1
year at the latest after the delivery of the decision on registration.

WHAT TO REPORT AND TO WHOM? ]

Higher level obliged persons f Lower level obliged persons
All incidents, that All incidents, that
« are of cybernetic origin, and « are of cybernetic origin,
+ ntent cannot be ruled out. * have significant impact (as
defined in legislation) and
Incidents are reported to NUKIB. + intent cannot be ruled out.
Incidents are reported to CERT.

Narodni Grad pro kybemetickou a informacni bezpetnost, 23. 7. 2024, v. 1.3
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Cyber security

is one of the most important parts of all
processes in the entire railway system — starting
from

» production of rolling stock,

» signalling systems, and all infrastructure
subsystems and components

» monitoring and control systems,

» transport planning
to

» provisioning processes to the sale of travel
documents to passengers

» provision of consignment notes and other
necessary documents for the transport of
goods.

NIS2 and its general impacts

Technical
Specifications for
Interoperability

o FRMCS'

Future Railway Mobile Communication System
EUROPEAN

Z o TMRNETIS

Train Information System

Regulation (EU) Project eFTI4EU

2020/1056

® OTIF

CIV — tickets B | OTIF | mmeosee
RID - safety list
CIM - RID 2023

consignement note

Goods by Rail



(= NIS2 and interoperability
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é NIS2 and its impact to rail operation

=urope’s rail

Three Layers model for critical
infrastructure
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_q;-l Impact of space technologies used in digitalization and
automation of the rail system to cyber security
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&> Interoperability framework in each field of the rail
“™"" system (incl. telematics as non-safety related TSI)
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2 Reference to specific rail freight transport (military and RID)
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do 31. 12. 2030
do 31. 12. 2050
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Key safety and operational indicators

From the point of view of the Member States, rail transport is a key strategic sector which
must ensure the operation of other key sectors at all circumstances.
These sectors are

« defence,

« national internal security,

* integrated rescue system and

« strategic industries.

Considering these strategic needs of the Member States and the EU as a whole, it is
therefore necessary to consider how to ensure that the development of new smart
information technologies, artificial intelligence, and automation of transport processes
is not the main risk factor or a limiting factor in safety of the rail system.

It is therefore also necessary to consider that critical safety on-board and ground systems
should be implemented in a way that allows for them to be circumvented in the case of a
cyber threat and, importantly, redundancy needs to be ensured in "crisis mode™ with a
minimal IT support.



q Europe’s Rail SRG Members

Transport Community
(Western Balkan)
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I Europe’s Rail Founding Members
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