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From analog to digital systems - physical vs. digital infrastructure; generalization of ICT; increased connectivity
From proprietary HW/SW to COTS/open SW; appearance of cloud-based systems

National systems vs. European integration (cross-border risks)

Modal siloes vs. multimodality — intercommunication of threats

Application of Artificial Intelligence (Al) techniques
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Challenges —
Capacity, Punctuality, and Reliability
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Stable Operation is Needed
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Attack on Belgian
train dispatching
system, leading to
disruptions in
train schedules

Digital Backpack 2
attack on 3rd-party
supplier, resulting
in a complete
standstill on
Denmark’s railways

Attempts to
interfere with rail
networks disclosed
by Czech Transport
Minister

Incidents in Germany
° and Czech Republic
(not causing operational

“Radiostop”
@ operational disruption

Swiss train
® manufacturer

: . theft of sensitive data in Poland
disruptions)
DE: Cable cuts in October 2023
FR: Attacks on rail cables in July 2024
DB: IT problems block GSM-R — 07 September 2024

(Positive example: France during 2024 Olympics)
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Regulation
considerations

Cooperation
building

Cybersecurity @ERA

Monitor relevant activities related to cybersecurity
in the railway context

Cover safety requirements of the rail system, e.g. the assessment
of safety consequences originated by security threats

Reflect the above in Technical Specifications for Interoperability
and Common Safety Methods

Close relationship with ENISA and European Commission

Cross-fertilisation with EASA and EIVISA to develop a transport
cybersecurity policy

Dialogue with National Cybersecurity Agencies (e.g. ANSSI, BSI)
Support sector-led Information Sharing initiatives
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ERA-ENISA collaboration
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ERA-ENISA COLLABORATION

, N 4 . N
e Implementation of NIS2 e Awareness raising

e I[mpact of EU certification e Skills programmes

e Common safety methods e Trainings, exercises
and technical y e Events
specifications for

interoperability

Capacity
;€ and skills

11 | EU cybersecurity policy for railways ¥ enisa



2 ENPEAN MFA for Access to ERA Resources
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FOR RAILWAYS following Cybersecurity regulation (EU, Euratom) 2023/2841
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* Redefines the cybersecurity landscape for institutions, bodies, offices,
and agencies of the European Union (Union entities).

* It represents a proactive stand against the evolving spectrum of cyber
threats that challenge the integrity, confidentiality, and availability of
information systems of Union entities.

Article 6(8) requires the appointment of the Local Cyber Security Officer
(LCSO). ERA has implemented this provision with:

* Luca TRINCA as Local Cyber Security Officer (LCSO)

* Kleon KLEANTHOUS as alternate Local Cyber Security Officer (LCSO) -
Point of Contact (PoC)
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THANK YOU

Moving Europe towards a
sustainable and safe railway system
without frontiers.

Followus: ¥ In O3


https://twitter.com/ERA_railways
https://www.linkedin.com/company/european-railway-agency
https://www.youtube.com/channel/UCFfzjb2UuoOxFJd12AL6lyg
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