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TS 50701 in a nutshell

 Developed by CENELEC TC 9X/WG 26 
(team of currently 96 European 
experts) since July 2017 

 Goal: Establish a TS for handling 
CyberSecurity in a unified way for the 
whole railway sector

 Based on IEC 62443 series and EN 
50126

 First edition published in July 2021

 Second edition published in August 
2023
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 Several European 
tenders/operators require the  
application of TS 50701

 Train manufacturers from 
Europe apply TS 50701 as 
Security Framework

 Partially applied on projects in 
Singapore and Australia

 UITP Practical Guidance on 
CyberSecurity
(based on TS 50701)

 Acknowledged by authorities in 
most parts of the world
(e.g. in Germany as standard for 
fulfilling KRITIS requirements)

TS 50701 usage examples (excerpt)
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TS 50701 – Security Engineering (short)

How to perform Security Engineering 
with TS 50701?

Focus today on: Phase 1 to Phase 4 (and a bit Phase 9/10)

Disclaimer: This talk will only give an overview
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TS 50701 overview - Scope vs EN50126
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Phase 1
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Phase 1
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Attention: Living document!



Phase 2
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Additional reading:
https://www.enisa.europa.eu/publications/zoning-and-conduits-for-railways



Phase 2
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Phase 3 & Phase 4
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TS 50701 overview – Security Requirements with Rail. notes
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How is a SL assigned?

 Threats can be identified by using 
Threat Landscapes from e.g. 
ENISA, ISF, etc.

 Initial Risk Assessment
 Zone and conduit building
 Assessment of possible impacts

 To obtain SL, the zone/conduit is 
evaluated taking into account all 
measures that a particular 
(candidate) SL vector implies.

 If the risk is acceptable then the 
SL-T is found. If not, add 
additional countermeasures 
(increase SL-T) and try again.
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TS 50701 overview – Security Requirements with Rail. notes
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What about Assurance (Phase 9/10)?
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TS 50701 Assurance – Cybersecurity Case

 Usually there exist (a few) high-level security requirements that are safety-related

 In the Cybersecurity Case these are either
 shown to be fulfilled, or 
 fulfilled under assumptions that must be exported as SecRAC, or
 partially fulfilled (compensating countermeasures must be defined)

 Safety Case references the Cybersecurity Report

 Cybersecurity Case can be updated without change of the safety case
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Content of CyberSecurity Case
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 TS 50701 provides a framework for CyberSecurity in the 
Railway domain

 Today you saw an overview on application during Security 
Engineering

 Collaboration with IEC in order to make TS 50701 a global 
CyberSecurity Standard for Railways
 Work started mid 2022

 More in the next presentation

 TS 50701 is being improved by returned experience during 
application
 Version 2 being published in 2023

Conclusion
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Thank you for your attention!
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