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CYBER AWARENESS PROGRAM

“An (internal) marketing strategy designed to 
raise cyber security awareness.”

 Teaches employees how to mitigate the impact 
of cyber threats. 
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 A plan encompassing multiple awareness-raising activities 
over a long period of time following the organisation’s
strategy for cybersecurity. 

 It can include one or more internal or external campaigns, 
focused on a common cybersecurity topic or target group.



WHY HAVE ONE?
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 New threats are emerging.
 Organizations can no longer just rely on their technological 

defenses to be safe.
 Cybercriminals use sophisticated social engineering 

techniques to by-pass defenses.
 All it takes is one employee to click on a malicious link and 

it’s game over!
 Your employees are your first line of defense. 

A comprehensive Cyber Security Awareness program is 
the best way to educate staff and create a security-first 

culture.



STILL NOT SURE?

ISO 27001/2 & Information Security Awareness Training
For ISO 27001 compliance, it is essential to comply 
with clause 7.2.2.
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STILL NOT SURE?

NIS DIRECTIVE 2, Article 21: Cybersecurity-Risk 
management measures
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AR-IN-A-BOX

Towards Awareness Culture



AR-IN-A-BOX CONTENT
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DESIGNING
A CYBER-AWARENESS PROGRAMME
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SETTING OBJECTIVES
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Awareness-raising objectives stem from the risk assessment 
of the organization and help:

 To promote cybersecurity education and culture
 To be prepared for incidents. 
 To develop an understanding of emerging cybersecurity threats and 

landscape
 To test policies and procedures



HERE IS AN 
EXAMPLE
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Objective Indicative implementation 
timeline 

1. Raise awareness on the cyber threat of phishing. 
• Provide a custom training on the topic, informative material and a hands-on 

quiz to evaluate progress. 
• Utilize a phishing simulation campaign to capture before and after results. 
• 100 % of staff should participate in the activity. 

6 months 

2. Promote cybersecurity education and culture. 
• Provide a custom training, a reporting process in the event of an incident and a 

hands-on table-top exercise to evaluate lessons learned. 
• 80 % of the staff should participate in the activity. 

1 year 

3. Improve preparedness in the event of an incident. 
• 100 % of ICT personnel should participate in the activity. 
• Provide training and a hands-on technical exercise to evaluate lessons learned. 
• Test escalation procedures in place and identify gaps. 

6 months 

 



SOME TIPS 
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FINANCIAL RESOURCES
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 Try to identify the must-do topics of your programme and the must-
train employees who will minimise the risk for your organisation
when trained.

 Reuse or update existing material or resources. 
 Select open-source material or create it in-house. 
 Exploit synergies in the community where available.

MANAGEMENT:
• Plays a critical role.
• Make sure they are involved in the design and the objectives-

setting phase of the awareness programme from an early 
stage. 

• Budget allocation depends on their support.

TIPS:



HUMAN RESOURCES
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 Management
 Cyber Security Officer 

 identifies the target audience and the most relevant topics
 steers the effort

 Public Relations & Communications
 disseminate the right message internally
 engage the right target employee groups via the proper 

channels
 ICT

 can customise the content based on the operation reality of 
each organization

 Incident response teams (security operations 
centres): 
 have a good overview of the vulnerabilities, monitor traffic 

and handle potential incidents. 
 can feed the awareness programme with information and 

tailor it to the needs of the staff or to the trending threats



HUMAN RESOURCES
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 HR
 are responsible for promoting but also engaging the different 

target audiences to all relevant activities. 

 DPO / Legal
 Privacy, personal data topics, regulatory obligations can be part 

of the awareness-raising training agenda. 

 Instructors: 
 are responsible for delivering the programme content to the 

target audience
 can be external entities or employees of the organisation with 

a specialised background



TARGET GROUPS
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SELECTING THE RIGHT TOOLS 
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SELECTING THE RIGHT TOOLS 
FOR THE RIGHT AUDIENCE 
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• Aware – proficiency 
level 1 (PL1)

• Trained – proficiency 
level 2 (PL2)

• Experienced –
proficiency level 3
(PL3) 

 
PL drop down per audience group 
and topic category 

Audience groups 

Generic employee C-level ICT and security 
professionals 

To
pi

c 
ca

te
go

ri
es

 

Cyberbullying PL1   

Online gaming PL1   

Online pornography PL1   

Safe internet PL1 PL1  

Sexting PL1   

Fake news PL1   

Privacy and data protection PL1 PL1  

Financial scams PL1   

Mobile banking PL1   

Device safety PL1 PL1  

Email spam PL1 PL1  

Business email compromise fraud PL1 PL1  

Password attacks PL1 PL1  

Data breach PL1 PL1 PL2 

Malware PL1 PL1 PL2 

Phishing PL1 PL1  

Ransomware PL1 PL1 PL2 

Cyber upskilling PL1  PL2 

Cyberterrorism  PL1  

Certifications   PL2 
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Suggested programme delivery methods according to proficiency level target



HERE’S AN EXAMPLE
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Suggested 
delivery 
methods per 
target group



PLANNING

23



IMPLEMENTATION
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Three periods are considered relevant for delivering cybersecurity-
awareness training to your employees:

 When they join the organisation as part of the induction 
process

 After an incident, in order to indicate the procedures, roles
and responsibilities in place;

 At regular intervals throughout the year (see calendar)

Cybersecurity training is an ongoing process.
Ensure that your security posture is as mature as it can be, even 
as your company and the cybersecurity landscape grows and 
evolves.
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EVALUATION

A KPI is a value that measures a component of an 
awareness-raising campaign or programme. 

There are five reasons why KPIs fail to improve 
performance:

1. the KPIs are poorly defined;
2. they lack accountability;
3. they are not achievable;
4. they are not specific enough;
5. they are too hard to measure.
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EVALUATION

A KPI is a value that measures a component of an 
awareness-raising campaign or programme. 

Examples of KPIs

1. Scale of outreach 
Metric: Number of reached individuals
2. Level of behavioural change achieved
Metrics: Percentage decrease of incidents, Number of 
positive test results 
3. Durability (process is long lasting, continuous and cost 
efficient)
Metrics: Level of reusability (for example ranging from 1 to 5)
Resources needed to reach objectives



AR-IN-A-BOX: METHODS OF 
DELIVERY
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Set Up: Online access to Material
Content: AR-in-a-Box — ENISA 
(europa.eu) Set Up: 1-2 days Workshop

Content:
 Theory of building an 

Awareness Raising 
Program

 Use of Communications 
dept in real life

 How ENISA supporting 
tools can be best utilized 
to deal with cyber crisis.

Delivery upon Request

Training-at-your-
own-pace

Virtual or Physical
Workshop2 3

PRACTICE M
AKES 

PERFECT

1

https://www.enisa.europa.eu/topics/cybersecurity-education/awareness-raising-in-a-box


GAMIFICATION AND 
EXAMPLES
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CYBER AWARENESS GAMES

Gamification helps!

 Determine how your team will react to a 
theoretical cyber attack and how effective 
your plan is. 

 Identify flaws or gaps in the organization’s 
response and make adjustments

 Testing consequences in a safe environment
 Coordination between different departments
 Save money
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CYBER AWARENESS GAMES



QUIZZES
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RAILWAYS CAMPAIGN
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#CyberOnTrack

 Physical security
 Phishing
 Qrishing
 Vishing
 CyberHygiene
 Ransomware

#CyberOnTrack — ENISA (europa.eu)

https://www.enisa.europa.eu/topics/cybersecurity-education/awareness-campaigns/cyberontrack


RAILWAYS CAMPAIGN
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#CyberOnTrack
#CyberOnTrack — ENISA (europa.eu)

https://www.enisa.europa.eu/topics/cybersecurity-education/awareness-campaigns/cyberontrack





RAILWAYS CAMPAIGN
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PHISHING



RAILWAYS CAMPAIGN
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PHYSICAL SECURITY



RAILWAYS CAMPAIGN
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RAILWAYS CAMPAIGN
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aet@enisa.europa.eu enisa.europa.eu
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