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CYBER AWARENESS PROGRAM

“An (internal) marketing strategy designed to
raise cyber security awareness.”

v' Teaches employees how to mitigate the impact
of cyber threats.

v A plan encompassing multiple awareness-raising activities
over a long period of time following the organisation’s
strategy for cybersecurity.

v" It can include one or more internal or external campaigns,
focused on a common cybersecurity topic or target group.



WHY HAVE ONE?

» New threats are emerging.

» QOrganizations can no longer just rely on their technological
defenses to be safe.

» Cybercriminals use sophisticated social engineering
techniques to by-pass defenses.

> All it takes is one employee to click on a malicious link and
it's game over!

» Your employees are your first line of defense.

A comprehensive Cyber Security Awareness program is
the best way to educate staff and create a security-first
culture.
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STILL NOT SURE?

ISO 27001/2 & Information Security Awareness Training
For ISO 27001 compliance, it is essential to comply
with clause 7.2.2.

The ISO 27001/2 clause 7.2.2 states:

‘Information security awareness, education and
training - All employees of the organization and, where
relevant, contractors should receive appropriate
awareness education and training and regular updates
In organizational policies and procedures, as relevant
for their job function’.



V4

STILL NOT SURE?

NIS DIRECTIVE 2, Article 21: Cybersecurity-Risk
management measures

2. The measures referred to in paragraph 1 shall be based on an all-hazards approach that aims to protect network and
information systems and the physical environment of those systems from incidents, and shall include at least the following:

(a) policies on risk analysis and information system security;
(b) incident handling;
(c) business continuity, such as backup management and disaster recovery, and crisis management;

(d) supply chain security, including security-related aspects concerning the relationships between each entity and its direct
suppliers or service providers;

(¢) security in network and information systems acquisition, development and maintenance, including vulnerability
handling and disclosure;

(f) policies and procedures to assess the effectiveness of cybersecurity risk-management measures;
(2) basic cyber hygiene practices and cybersecurity training;

(h) policies and procedures regarding the use of cryptography and, where appropriate, encryption;
(i) human resources security, access control policies and asset management;

(i) the use of multifactor authentication or continuous authentication solutions, secured voice, video and text
communications and secured emergency communication systems within the entity, where appropriate.
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AR-IN-A-BOX

Towards Awareness Culture



AR-IN-A-BOX CONTENT
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SETTING OBJECTIVES

Identify
objectives

Overall goals for Definition of Selection of
awareness and SMART awareness specific material,
learning objectives tools, methods

Awareness-raising objectives stem from the risk assessment

of the organization and help:
v" To promote cybersecurity education and culture
v To be prepared for incidents.
v" To develop an understanding of emerging cybersecurity threats and
landscape
v To test policies and procedures



HERE IS AN
EXAMPLE

Objective Indicative implementation
timeline

1. Raise awareness on the cyber threat of phishing. 6 months

* Provide a custom training on the topic, informative material and a hands-on
quiz to evaluate progress.

« Utilize a phishing simulation campaign to capture before and after results.

* 100 % of staff should participate in the activity.

2. Promote cybersecurity education and culture. 1 year

* Provide a custom training, a reporting process in the event of an incident and a
hands-on table-top exercise to evaluate lessons learned.
+ 80 % of the staff should participate in the activity.

3. Improve preparedness in the event of an incident. 6 months
* 100 % of ICT personnel should participate in the activity.

* Provide training and a hands-on technical exercise to evaluate lessons learned.

* Test escalation procedures in place and identify gaps.
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WHAT DO YOU WANT TO ACHIEVE?

1. Generate awareness about cybersecurity issues and practices.

2. Raise awareness about the impact of different types of
artacks, especially when they invalve companies and
businesses.

3. Provide detailed information on how to react in the event of
phishing and ransomware attacks.

4. Inform potential attack targets of what happens before,
during and after a ransomware attack.

5. Frompt the target audience to act and to eventually spread
the word on what they learned from you.

5. Promote the safer use of the internet for end users and the
practice of basic cyber hygiene.

7. promote existing cybersecurity recommendations and best
practices to prevent cyberattacks.

8. Provide users with resources to protect themselves online and
prevent atacks.

9. Make people become ‘human firewalls' by empowering them
to play their part in preventing attacks.

OBJECTIVES

Awareness

Information

Engagement

Promotion

E mpowerment



FINANCIAL RESOURCES

MANAGEMENT:

« Plays a critical role.

« Make sure they are involved in the design and the objectives-
setting phase of the awareness programme from an early
stage.

« Budget allocation depends on their support.

TIPS:

v" Try to identify the must-do topics of your programme and the must-
train employees who will minimise the risk for your organisation
when trained.

v Reuse or update existing material or resources.
v' Select open-source material or create it in-house.
v Exploit synergies in the community where available.



HUMAN RESOURCES

v Management
v Cyber Security Officer
» identifies the target audience and the most relevant topics
= steers the effort
v Public Relations & Communications
= disseminate the right message internally
= engage the right target employee groups via the proper
channels
v ICT
= can customise the content based on the operation reality of
each organization
v Incident response teams (security operations
centres):
= have a good overview of the vulnerabilities, monitor traffic
and handle potential incidents.
= can feed the awareness programme with information and
tailor it to the needs of the staff or to the trending threats



HUMAN RESOURCES

v HR
= are responsible for promoting but also engaging the different
target audiences to all relevant activities.

v DPO / Legal
= Privacy, personal data topics, regulatory obligations can be part
of the awareness-raising training agenda.

v" Instructors:
= are responsible for delivering the programme content to the
target audience
= can be external entities or employees of the organisation with
a specialised background



TARGET GROUPS

Employee target groups

Audience groups Clustered audiences

1 Generic employee
2 Contractor
3 HR Generic employee
4 Communications and marketing
5 Legal
6 Operations and research and development
7 Finance and procurement
. C-level, decision-makers, handling budgets
8 Managers, officers
9 Heads of unit, directors
10 Cybersecurity professionals Professionals / horizontal implementors of cybersecurity
1 In}:‘ormation teEhnology (ICT) professionals measures and users of cybersecurity solutions, working for

Qreganisations and/or individuals
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Infographics - Posters

Easy to deploy
physically, e.g. in
elevators, common
spaces

Ads - Videos

Able to hold and
convey a lot of
information

SELECTING THE RIGHT TOOLS

el
).

TOOLS FOR
AWARENESS
RAISING

Puzzles - Quizzes

Ensure and test
understanding of
concepts

Live presentations

Direct interactions
with participants



SELECTING THE RIGHT TOOLS

FOR THE RIGHT AUDIENCE

Audience groups
PL drop down per audience group
and topic category ICT and security

Generic employee 2
ploy professionals

Cyberbullying PL1
Online gaming PL1
Online pornography PL1
Safe internet PL1 PL1
Sexting PL1
Fake news PL1
° Awa re - prOfiCiency Privacy and data protection PL1 PL1
Ievel 1 (PL1) Financial scams PL1
. o o Mobile banking PL1
- Trained - proficiency bevice saety . "
level 2 (PLZ) Email spam ol oL
° Experienced - Business email compromise fraud PL1 PL1
o o Password attacks PL1 PL1
proficiency level 3
(P L3) Malware PL1 PL1 PL2
Phishing PL1 PLT
Ransomware PL1 PL1 PL2
Cyber upskilling PL1 PL2
Cyberterrorism PL1
Certifications PL2
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HERE'S AN EXAMPLE

Suggested programme delivery methods according to proficiency level target

Webinars / information sessions Real-time courses (face to face or online)
Intranet/website, portal e-learning / online courses

Videos, leaflets Webinars/workshops

Podcasts Video tutorials

Helplines / hotlines / chat boxes Training labs

Newsletters Discussion groups / forums

Awareness kits (posters, background, screensavers, Gamification (role playing, escape rooms, mock attacks)
infographics, customised Windows login pages)

Online games, quizzes Micro/nano learning

Publications Diplomas and certifications
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HERE'S AN EXAMPLE

T——

Generic employee, contractor | * 5ocial media websites, portals

HR, communications = Online games and quizzes
and marketing, legal, » Gamification (g.g. role playing, escape rooms, mock attacks)
operations and research and = Awareness kits (posters, background, screensavers, infographics, customised
development Windows login pages)
SuggeSted P . Helplineﬂl%ntlﬁwe% { chat boxes
dehvery - Video tutorials
= Discussion groups / forums
methods per
target group Finance and procurement, » Mewslatters
managers, officers, heads of = Awareness kits (posters, background, screensavers, infographics, customised
unit, directors Windows login pages)
= Videos

= Webinars/workshops

= e-learning / online courses
* Publications

» Conferences/events

ICT professionals, » Real-time courses (face to face or onling)
cybersecurity professionals, * Videos
cyber knowledgeable = Webinars/workshops

= e-learning / online courses
» Training labs

= Certifications/diplomas

= Publications

= Metworking events / conferences

K/
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PLANNING
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|
\‘ 'l‘
Create
a timeplan ?
Baseline quiz
May

r

Training topic 2
September

1~

Back-to-school training

February

r

Training topic

June

Simulation exercise
October

\"'4“

-Q-

-

Games/test/quiz

March

Videos and
dissemination material

July

HOLIDAYS

Movember

3

L
Insights collections

April

Videosand
dissemination material

August

HOLIDAYS

December

Report to management



IMPLEMENTATION

Cybersecurity training is an ongoing process.

Ensure that your security posture is as mature as it can be, even
as your company and the cybersecurity landscape grows and
evolves.

Three periods are considered relevant for delivering cybersecurity-
awareness training to your employees:

v" When they join the organisation as part of the induction
process

v After an incident, in order to indicate the procedures, roles
and responsibilities in place;

v Atregular intervals throughout the year (see calendar)
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EVALUATION

A KPl is a value that measures a component of an
‘I awareness-raising campaign or programme.

Evaluate the

program There are five reasons why KPIs fail to improve
performance:

1. the KPIs are poorly defined; PR
2. they lack accountability; N

3. they are not achievable; BV ARENESSS

4. they are not specific enough; voact
5. they are too hard to measure.

4
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EVALUATION

A KPl is a value that measures a component of an
‘l awareness-raising campaign or programme.

S‘ AR-IN-A-BOX

Evaluate the

PEOREm Examples of KPlIs AWARENESS -
MEASURING  tm 8
IMPACT 4 (\\
A \

Metric: Number of reached individuals

CYBER

1. Scale of outreach

*
+ enisa
x *  uNoN

2. Level of behavioural change achieved

Metrics: Percentage decrease of incidents, Number of
positive test results

3. Durability (process is long lasting, continuous and cost
efficient)

Metrics: Level of reusability (for example ranging from 1 to 5)
Resources needed to reach objectives




AR-IN-A-BOX: METHODS OF

DELIVERY

Virtual or Physical

Training-at-your-
Workshop

own-pace

Set Up: Online access to Material

Content: AR-in-a-Box — ENISA

(europa.eu) Set Up: 1-2 days Workshop

Content:

» Theory of building an
Awareness Raising
Program

» Use of Communications
dept in real life

» How ENISA supporting
tools can be best utilized
to deal with cyber crisis.

-
P v)
2
m =
e
m

0 <
-5
A
m
wn

i Delivery upon Request
>



https://www.enisa.europa.eu/topics/cybersecurity-education/awareness-raising-in-a-box
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CYBER AWARENESS GAMES

Gamification helps!

v Determine how your team will react to a
theoretical cyber attack and how effective
your plan is.

v" |dentify flaws or gaps in the organization’s
response and make adjustments

v Testing consequences in a safe environment

Coordination between different departments

v’ Save money

N

S‘ AR-IN-A-BOX

HOW TO RUN THE
CYBER-AWARENESS
GAME
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*
*
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CYBER AWARENESS GAMES

@
5l

%

SECURE DOOR WITH PIN

CLUELESS Joe
IcT
1D: IT23RL2

CLICKALL Jack
LEGAL
ID: AL3XZA4

MILL Anna
CFO
ID: FA23RN1

DARC Marc
ICT - Contractor
1D: IT21NO6

MARLY Maria MEGACORP
et
ID:IT11NI9 HDOR PLAN
& ACCESSRADGES
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SCENARIO - MEGACORP HACKED

NAUTHORISED ACCESS mas 233
LTS 370 2 RANSOMMWIARE -t

ANSWER SHEET

‘Wihat Is the name of the first known victim of the FEISING ATTACE

THRTE SRR W AT e EI:EE T SEESE™]

P '-\.I i

L LS
‘wihich Badge ID was
used to parformed
unauthorized »oess?
o o — . . .
P b N II

P O
= TS Sy e S|

EMCRYFTION KEY AL ALK w4

‘What ks the filenams of the decrypled file?
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QUIZZES

* o
T enisa =l

' Phishing
Which type of cyber-atta ck is cgmmgnly CORRECT! The term 'phishing' is used to describe a social

‘19 engineering hased cyber-attack that arrives mainly by
perfﬂrmEd thmugh email: email. Though email phishing is the most popular kind of
phishing, other variants of this attacks can arrive by SMS
5 (smishing), phone calls (vishing) or ransomware (digital

| Smishing_ P B
Other choices: INCORRECT
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RAILWAYS CAMPAIGN

#CyberOnTrack — ENISA (europa.eu)

#CyberOnTrack

> Physical security
> Phishing

» Qrishing

> Vishing

» CyberHygiene

» Ransomware



https://www.enisa.europa.eu/topics/cybersecurity-education/awareness-campaigns/cyberontrack

RAILWAYS CAMPAIGN

#CyberOnTrack — ENISA (europa.eu)

#CyberOnTrack



https://www.enisa.europa.eu/topics/cybersecurity-education/awareness-campaigns/cyberontrack




RAILWAYS CAMPAIGN

PRISHING




RAILWAYS CAMPAIGN

PRHYSICAL SECURITY

Mind the CyberSec Gap:
Everyone must access the

premises with their own
access card & third
parties must always be
accompanied.




RAILWAYS CAMPAIGN

Mind the CyberSec Gap:
Remember your access cards
and codes are personal and
unique, do not share them!

Mind the CyberSec Gap:
If you suspect something,
say something! Alert the
security team.




RAILWAYS CAMPAIGN
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