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Creating CyberSecurity awareness in a Railroad 

Environment, where some of the staff have missed 

the digital train and believe our servers are run by 

steam engines, can be a bit of a challenge.



Agenda

Administrative workers

Technical workers

IT

Developers

TrainManagers

TrainDrivers

Security staff

Marketing & Sales

Planning

Finance

Procurement

Legal

Etc

CyberSecurity is 

everyone’s

responsability

A diverse audience
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Trying to get the message across

Some of the staff don’t WANT to see the 

awareness messages.

So what if it’s unsafe or might cost money to the 

company. I don’t care.

Just let me get on with my work.
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Remember this scene ?

It’s a good reference how staff do not care if it has 

no direct impact on them.

But wait … we’ll find out how to change that

• No time

• No interest

• Don’t care

• No benefit for me

• I prefer things the old way
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Of course, we do need to tell them all about these topics

• Use Strong, Unique Passwords:

• Beware of Phishing

• Regular Software Updates

• Use Multi-Factor Authentication (MFA)

• Data Privacy and Social Engineering

• And many more …

Awareness 

Messages
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Railways are critical infrastructure
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Grab their attention

An experiment

We’ll need a 

volunteer from the 

audience
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New technologies like AI and 

DeepFakes make Whaling and 

Phishing even more dangerous.



13

https://haveibeenpwned.com/
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SpearPhishing example
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Order from 

Amazon, Bol, 

Zalando etc

Reset the password

Update the e-mail address

Update the delivery 

address

Update the payment 

method
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This happened @  

Dear HR,

Please note that I have switched bank account. 

From now on, please pay my monthly wages on bankaccountnr 

BE68 5390 0754 7034

Thank you,

Freddy

notherealname@belgiantrain.be

mailto:notarealname@belgiantrain.be
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Man in the middle attack

Suppose you are sitting on the terrace of the local coffee shop

and you see a free Wi-Fi SSID called 'COFFEE_FREE'.
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True story 

about a 

man and 

his dog
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Find the link to their personal lives

• YOU can be a victim of hackers

• YOU can lose money if you just click on anything

• YOU can have your passwords abused if you don’t change them regularly

• We can get them engaged

• Once they are in the CyberSecurity Mindset, they will automatically apply the same 
practices in their work environment.

• CyberSecurity Roadshow 

How it works

Now that we have their attention …

Provide personalized training, based on their role
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Hop on the CyberSecurity train

• Quarterly CyberSecurity Quiz

• Yearly E-learning

• Interactivity on published articles

• Up-to-date information on new threats

• Phishing exercises

• Requests for articles in PDF to share with their family and friends

• People actively proposing new topics to communicate upon

All aboard !
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Thank you / Merci / Bedankt !
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