CYBERSECURITY
IN RAILWAYS

Building cyber secure
railways -

3" ERA - ENISA-CONFERENCE

FOR RAILWAYS

AGENDA

CONFERENCE NOVEMBER 8-9, 2023
DIVANI CARAVEL HOTEL, 2 VASSILEOS ALEXANDROU AVE., 16121,

LOCATION

ATHENS, GREECE

08 NOVEMBER 2023

SPEAKERS / PANELLISTS

09.00-09.30

09.30-09.35

09.35-10.45

10.45-11.15

11.15-12.45

12.45-14.00

14.00-15.00

15.00-15.30

15.30-17.30

17.30

Registration — Welcome coffee

Welcome message

POLICY UPDATES

Highlights on EU cybersecurity & rail policy
Cybersecurity investments in the transport sector

Coffee break — Networking
CHALLENGES & SOLUTIONS - PART 1

How should my Product Security Management Program look like?
Interoperable Key Management and PKI application in Railways
Status and outlook for the next cybersecurity specification
UNIFE’s views on EU cybersecurity regulation in the rail sector

Lunch break
COOPERATION & INFORMATION SHARING

Pearls and Perils of Sectoral Cooperation
UITP’s approach on cybersecurity for public transport
Cyber threats to the transport sector

Coffee break — Networking

SKILLS AND AWARENESS RAISING

On Track for Cybersecurity: Awareness in the Railroad Environment
European Cybersecurity Skills Framework (ECSF)

EU CYRUS - enhancing cybersecurity skills in the Transport and
Manufacturing sectors

Raising cybersecurity awareness in railways

COCKTAIL

Josef Doppelbauer, ERA

Moderator: ENISA

Evangelos Ouzounis, ENISA, Jo De Bosschere, ERA
Athanasios Drougkas, ENISA

Moderator: ERA

Lola Fernandez, Knorr-Bremse Rail Vehicle Systems
Richard Poschinger, ERTMS User Group

Markus Alexander Wischy, EU Rail System Pilllar
Marta Garcia, UNIFE

Moderator: ERA
Joseph Mager, Nederlandse Spoorwegen

Paul Gwynn, UITP
Marianthi Theocharidou, ENISA

Moderator; ENISA

Steven Debruyn, SNCB / NMBS
Fabio Di Franco, ENISA

Bruno De Rosa, UIC

Alex Zacharis, Georgia Bafoutsou, ENISA



09 NOVEMBER 2023

09.00-09.30

09.30-11.00

11.00-11.30

11.30-12.45

12.45-13.00

13.00-14.00

Registration — Welcome coffee

STANDARDS AND CERTIFICATION

Towards the 1% International Standard dedicated to Railway
Cybersecurity

Hands on TS 50701

Update on EU cybersecurity certification schemes

Coffee break — Networking

CHALLENGES & SOLUTIONS - PART 2

A CyberSOC for Railway, why and how

Cybersecurity risk-assessment of FRMCS

Communication in the Cloud: Bridging On-Premises and Cloud
Environments

Cryptographic governance today and preparation of post-quantum
cryptography for tomorrow

Closure

LUNCH

SPEAKERS / PANELLISTS

Moderator: ENISA

Serge Benoliel, IEC / TC9

Christian Schlehuber, CEN/CLC/TC 9X/WG 26
Vassiliki Gogou, ENISA

Moderator: ERA

Cédric Cecotti, Infrabel

Catherine Houbion, UIC

Marian Kiihnel, Helmut Klarer, OBB Group IT

Pierre Codis, PrimeKey SAS

ENISA & ERA



