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= The railway ecosystem

= Dependencies

= Examples of risks

= European initiatives for cooperation
= Impact of legislation

= Points to be addressed



The Railway Ecosystem
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Railway Undertakings
Infrastructure Managers
Manufacturers of rolling stock
Manufacturers of railway
equipment

ICT service providers
Manufacturers of ICS/ OT
equipment

Manufacturers of ICT
equipment



Depedencies
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Risks in the Ecosystem

Update: Erpresser
veroffentlichen erste
Dokumente nach
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Leverandor lukkede it-

system efter sikkerheds-
brist, og pludselig stod
alle tog i Danmark stille

DSB ser indtil videre ikke tegn pa et hackerangreb.

hundreds of companies with

ransomware
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‘ UNIFE incidents, solution catalogue

ERJU vulnerabilities Threat landscape

Technical trends

(System
Pillar)

OCORA RCA TOBA




European Legislation

NIS (2)
eEssential entities: Railway Undertakings, Infrastructure Managers, Digital
infrastructure, ICT Service Management

eImportant entities: Manufacturers of railway locomotives and rolling stock,
mechanical and electromechanical signalling, safety and traffic control equipment,
computers, electronics, machinery equipment

Cyber Resilience Act: Digital products

e Essential requirements for life cycle and for vulnerability handling
e Critical products (Class I and Class II): stricter conformity assessment
e Conformity: self assessment / certification

Cyber Security Act: Certification Schemes

e EU-CC: Common Criteria
e Cloud Services
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Points to be addressed —
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= Relation to existing (railway) legislation

= Relation to standardization, including TSIs
= Relation to results of European cooperation
= Classification of products and components




For further information:

Joseph Mager

Title Deputy CISO

Tel: +31 (0)6 8362 8409
E-mail: joseph.mager@ns.nl

For regular updates on CER activities,
visit our website: www.cer.be
or follow W @CER_railways
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