01 - Name of processing

Informal procedure and selection of confidential counsellors for cases of
psychological and sexual harassment in the ERA.

02 - Reference

03 - Submission Date
04 - Last update

05a - Controller

05b - Unit-Sector

05c - Controller's email
06 - DPO

07 - Name and contact details of joint controller
(where applicable)

08a - Who is actually conducting the processing?
(Article 31.1(a))

08b - Name and contact details of processor
(where applicable)

48

05-03-15

09-09-21

RICOTTA Salvatore

Human Resources
HoUResourcesandSupport@era.europa.eu
DataProtectionOfficer@era.europa.eu

120 Rue Marc Lefrancg, 59300 Valenciennes, France
Tel.+33 (0) 32 70 96 500

The data is processed by ERA (responsible unit) itself

ERA staff members nominated as Confidential counsellor



09 - Purpose of processing

10a - Data Subjects

The purpose of the processing of data of a personal nature is the implementation of
procedures intended to combat and prevent psychological and sexual harassment
at the ERA pursuant to the Decision N° 384/2012 on the Policy on protecting the
dignity of the person and preventing psychological harassment and sexual
harassment.In accordance with the provisions of the Decision, which sets out the
obligation of the institution as employer to provide a working environment free of
any form of psychological or sexual harassment, data may be collected and retained
for the following purposes:e to ensure the support and protection of victims, and to
direct them in case of need towards the appropriate services;e to provide effective
case management and to seek to resolve cases on the basis of information which is
as comprehensive as possible;e to ensure the confidentiality of information
received, in order to provide protection to victims;e to undertake conciliation
initiatives;e® to put in place preventive initiatives;® to monitor and evaluate the
policy;® to analyse requests, to manage and to prevent psychosocial risks;e to
transmit appropriate information to the authorised actors in the event of passage
to the formal procedure.

In the case of the confidential counsellors: To organise the selection of confidential
counsellors for a 2-year voluntary mandate (renewable twice) and to select and
identify candidates best qualified to assume the role of confidential counsellor.
Data of a personal nature which are collected may not subsequently be processed
for purposes which are incompatible with those cited above.

- Persons who consider themselves to have been harassed and who approach the
HR Sector or a confidential counsellor under the informal procedure. Any person
working at the ERA, regardless of his/her status or contract of employment, is
covered by the Decision and is therefore potentially covered by the informal
procedure.

- The data subjects are the ERA statutory staff members who apply for the position
of Confidential Counsellor.



10b - Personal data

The data processed are of two types: (a) administrative and identification data
(objective) and (b) data relating to the statements of persons who consider
themselves to have been harassed and who approach the HR Sector or a
confidential counsellor under the informal procedure (subjective). They appear on
file opening forms, file closing forms and in files containing the documents relevant
to the proper management of cases. Data also include details of alleged harassers
and, potentially, of witnesses.

There is no systematic rule regarding the types of data which may be collected.
They may be of very different types; this depends largely on the case in question.
Due to the very nature of the phenomenon of harassment, these data must be
considered to be of a subjective nature, tainted by emotion and closely bound up
with the viewpoint of the person providing the information.

Confidential counsellors and the HR Sector shall ensure in particular that data or
documents placed on file are relevant, adequate and proportionate, having regard
to the purpose for which they have been collected and for which they may
subsequently be processed. Any document received by confidential counsellors or
by the HR Sector which does not meet the above characteristics may not be
transmitted to the recipients in the event of a formal procedure.Data which
disclose racial or ethnic origin, political opinions, religious or philosophical beliefs,
trade union membership, and data concerning health or sexual life fall within the
“specific categories of data” under Article 10(1) of the Regulation. Processing of
such data is prohibited except in clearly defined exceptional cases. Confidential
counsellors and the HR Sector will not therefore retain data of this nature in files
or in file closing forms except where they constitute a key element in the
understanding of the file — for example the reason for the harassment —and in
resolving the question being addressed.

As regards confidential counsellors:

The information provided by the applicant in his/her application and letter of
motivation (name, professional address, phone number, email, grade status and
curriculum) in view of the eligibility and selection criteria detailed in the Call for
Volunteers. Data resulting from the selection process outlined in the “Manual of
Procedures for the implementation of the ERA DECISION N° 384/2012 OF THE
EUROPEAN RAILWAY AGENCY ON THE POLICY ON PROTECTING THE DIGNITY OF
THE PERSON AND PREVENTING PSYCHOLOGICAL HARASSMENT AND SEXUAL
HARASSMENT” comprising the evaluation against pre-defined eligibility criteria,
selection criteria and incompatibility criteria.Information on the results of the
compulsory training of candidate confidential counsellors before confirmation of
their mandate.



11 - Time limit for keeping the data

TThe HR Sector may be required to retain any type of document which could be useful, where necessary, to
demonstrate its proper management of cases. Confidential counsellors may be required to hold such
documents temporarily, as in the case of personal notes, for the procedural time limit of two months,
except in the event of reasonable extension in the case of absence or leave (three further months in the
absence of conciliation) of the applicant and of the alleged harasser and the date of first contact together
with the date of the first face-to-face interview (or telephone discussion if a meeting is not possible). The
date of a victim’s consent to the processing of his/her case will be considered as the reference date for
calculating the data retention period. In addition to the data recorded on the forms and documents placed
in files, confidential counsellors and the HR Sector are permitted to keep in their personal notes a written
record of the names of the persons who have consulted them, of the facts related, and of the documents or
e-mails received, to enable them to report on their activities and to ensure that cases are properly
managed. Nevertheless, when a case is closed, only the relevant documents will be retained in the file
thus constituted. Confidential counsellors shall not store any data of a personal nature beyond the period
necessary for a case to be dealt with. Under no circumstances must they keep data of a personal nature for
more than three months after the date of closure of a file. Following this time period, all useful and relevant
documents will be sent to the HR Sector after the alleged victim has been notified (with the exception
provided for at point 7 above concerning situations where an alleged harasser has not been advised of the
existence of an informal procedure concerning him/her). This timeframe will continue to run even where a
confidential counsellor has been replaced as the manager of a file. Once a case has been closed,
confidential counsellors will transmit to the HR Sector a file closing form identified only by the reference
number on the file opening form (see templates in Annexes | and Il) setting out the significant stages in the
case, the steps taken and results obtained (for example, form of harassment, type of measures, proposed
solution, reassignment in the interests of the service, intervention by the Medical Service, passage to the
formal procedure, etc.). This information will be stored in the secure archiving system of the HR Sector, with
any file which has been constituted, including the documents, which must be relevant, adequate and
proportionate, which confidential counsellors consider necessary in order to justify and understand the
steps taken or to protect the persons concerned, with their agreement as regards documents they have
provided. All other documents will be destroyed or returned by the confidential counsellor to the persons
who have supplied them.

As regards confidential counsellors:

Documents provided by the selected candidates will be retained for two years after the end of the
mandate of the Confidential Counsellor.Documents of non-selected candidates will be destroyed 2 years
following the conclusion of the selection procedure.The same applies for candidates who did not follow or
pass successfully the training and therefore were not appointed as Confidential Counsellors.



12 - Recipients of the data

13 - Are there any transfers of personal data to
third countries or international organisations? If
so, to which ones and with which safeguards?

The designated HR Staff Member or a confidential counsellor are the primary
recipients of the data and may be required, in order to gain an understanding of a
case and resolve it successfully under the informal procedure, to communicate
certain information to the Medical Service.Access to the information will only be
authorised for those persons with a need to know for the exercise of their functions
or fulfilment of their role. This sharing of confidential information is inherent in the
operation of the informal procedure, and will be undertaken in principle with the
consent of the victim, except in the event of an exception relating to protection of
the persons concerned. This will generally take place by way of verbal exchanges in
the course of meetings or telephone conversations.

As regards confidential counsellors:

The data contained in the selection files are disclosed to:- Members of the selection
panel;- The Executive Director;- Designated HR staff;- the European Ombudsman,
the Civil Service Tribunal, the General Court of the European Union, the European
Court of Justice and/or the European Data Protection Supervisor.The transmission
of data will be restricted to the information necessary for the competent entity to
carry out its task.

N/A



14 - How is data stored? What are the security
measures implemented?

In order to ensure the security of data of a personal nature entrusted to them, the
HR Sector and confidential counsellors must adhere to the following minimum
standards of protection:e exchanges of e-mails between the HR Sector and
members of the network and between members of the network themselves, and
which contain personal data must be saved in a separate code protected file to
ensure confidentiality; ® any transmission of documents other than to the
recipients and in the circumstances provided for in this manual is prohibited;e notes
taken during meetings and any documents collected on each case must be kept in a
secure place under lock and key;e for this purpose, it is advisable to use a safe or
metal cabinet, locked with a key. If a cabinet of this type cannot be installed, the
office must be locked;® the HR Sector must keep the files relating to cases handled
in a safe. Data stored on an electronic medium must be kept on a specific disk,
which is not accessible to third parties;e the transmission of data between
confidential counsellors and the HR Sector, particularly when forwarding files
following closure of a case, must be delivered personally or in double envelope
bearing the wording “staff matters” and “confidential”.



15 - For more information, including how to exercise your rights to access, rectification,
object and data portability (where applicable)see the data protection notice

a) The declaration on the protection of data of a personal nature (declaration of confidentiality) and the Manual of Procedures containing the rules applicable to data protection will be
brought to the attention of staff by publication on the Intranet.Persons who approach confidential counsellors or the HR Sector will receive a copy of the declaration on the protection of
data of a personal nature once, following an initial interview, they confirm their wish to have their cases dealt with under the informal procedure.General information is all the more
necessary given that alleged harassers are only informed directly of the policy on the processing and storage of data by confidential counsellors if and when an alleged victim has given
his/her prior consent.This exception is based on the need to ensure the protection of alleged victims.Although in principle the informal procedure envisages conciliation, it is possible that a
person who considers him/herself to have been harassed will seek support and a solution to his/her problem without necessarily wishing to confront the alleged harasser.If a confidential
counsellor convinces an alleged victim to seek conciliation or to inform the alleged harasser and makes contact with him/her, he/she will immediately inform the alleged harasser of the
policy regarding the processing and storage of data, providing him/her with the declaration on data protection.If, following a maximum period of two months (except in the event of
reasonable extension, for example in the case of absence or leave) for intervention by a confidential counsellor, a victim continues to refuse to make the alleged harasser aware of the
steps he is taking, all data relating to this person shall be erased from the file opening form of the case and no information enabling him/her to be identified will be retained by the HR
Sector in the files. In such cases, after a file has been closed, a confidential counsellor may keep the file for a further three months in order to enable conciliation or notification to take
place in the event that the victim changes his/her mind.The duty of a confidential counsellor to support, protect and assist an alleged victim is not dependant on notification to the alleged
harasser.

As for Confidential Counsellors, information is provided through a privacy statement found on the Agency's Intranet.

b) The persons concerned, whether alleged harassers or presumed victims, will be informed by means of the declaration on data protection that they may approach the data controller to
exercise their right of access to the data concerning them.This right is subject to limitations pursuant to Article 20(1)(c) of the Regulation.Hence, data subjects may not access files relating
to them in their entirety.Within a period of fifteen working days, the data controller will give the person making a request access to the documents concerning him/her in accordance with
the following procedures:- all data subjects may access documents which they have transmitted themselves;- the data subjects, whether persons who consider themselves to have been
subject to harassment or alleged harassers, will have access to the file opening form of a case relating to them. For alleged harassers, this access will depend on whether they have been
informed by the confidential counsellor, following agreement of the victim, of the existence of an informal procedure relating to them (an exception intended to constitute a measure of
protection for victims);- Persons who believe they have been subject to harassment are also entitled to have access to the closing form relating to their case;- Access to any other
documents will be permitted to the extent that they do not contain personal data relating to other persons or confidential declarations, and that the forwarding of a document is not likely to
prejudice a party involved, the proper operation of the procedures or future relations between the parties.

All data subjects may contact the data controller (by e-mail) if they want access to their personal data.

Victims of harassment can request their data to be updated, rectified where there are factual mistakes in the sheets concerning their case or deleted.

Alleged harassers can only request access to their data. They cannot request their data to be rectified (in terms of contents) or deleted.

The persons concerned will be informed in the “declaration on data protection” of their right to make an approach to the ERA Data Protection Officer or the European Data Protection
Supervisor to check whether their data has been processed correctly.

As for Confidential Counsellors, all candidates can request to access their data by contacting in writing the Controller.Before the closing date of the selection procedure each applicant can
access his/her personal data and rectify them by contacting the Controller. After the closing date of the call data demonstrating compliance with the eligibility or selection criteria may not
be updated or corrected; the right to rectify personal data may therefore be limited to factual data/errors.The deliberations of the selection panel are covered by the principle of
confidentiality [(access rights may exceptionally be limited under Article 20 (1) (c)].Nevertheless, the candidates have the right to access to their final global evaluation at the end of the
selection process by submitting a written request to the attention of the Chairperson of the panel, or by writing to the Controller.

15a - Data subject rights Right to have access; Right to rectify

16 - Legal Basis Article 1 and Article 31(1) of the EU Charter of Fundamental Rights; #Article 11 of
the CEOS; #Article 12a of the Staff Regulations; #Decision N° 384/2012 of the
Executive Director;#72



17 - Lawfulness of processing

18 - Data minimisation
19 - Accuracy
20 - Threshold assessment

21 - Special category data

22 - DPIA

23 - Link to the Threshold assessment-Risks
24 - Other related documents

Article 5 b) of Regulation (EU) 2018/1725Combating harassment, be it
psychological or sexual, is a task carried out in the public interest and more
specifically for the sound management and functioning of the ERA as well as
maintaining a good working environment. Additionally, it is noted that the
processing takes place after the data subjects have unambiguously given their
consent to that end. The processing operation is thus necessary, as stipulated in
Article 5 (a) and (d) of Regulation (EC) 45/2001, and is therefore lawful.

Data needed to build a case
Data is reviewed by the concerned staff mmber
NA



