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- Ceédric Cecotti

Chief Cyber-Resilience Architect

from 2025 to 2045




Security is

always too much
until the day
it is not enough




Yes, we crazy
enough to build a
« Railway » Nt

CyberSOC'!
I/




Our journey
so far...




Our context

2019
Infrabel = OSE
éﬁi
D
/

Before 2020

Cyber Security Management
with Due Care and Diligence

Since 2020, the level of maturity of
cybersecurity management has been
progressing year on year, enabling Infrabel
to control its risks and meet its legal
obligations (NIS).
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NIS1

2020 - 2024

ﬂ

Critical Services
Protection Measures

Dedicated

Cyber-Security team

Risk analyses

Annual internal audits and an
external audit in 2022

More requirements to meet
our legal obligations

N7,

P

Services
~ NIS2

2025 - 2027

IS0 Focus on NIS2
+ e Certification
A division to manage
"Cyber Resilience"

Training program
for all employees

CyberSOC

Protection & ¢ @ Incident
© —> 6-0 Management

T S0Y . - e}
Infrastructure E E ‘ g
Railway & OT 2’&) E B I’,

Surveillance

All
Infrabel

Maturity 6 I I



Our action plan

STRATEGIE DE
CYBERSECURITE
ET PLAN D’ACTION
2024 - 2027

Faire d'Infrabel une entreprise plus slre et plus résiliente
aux risques grace a une culture forte de la cybersécurité

GOVERN

RECOVER l‘ M

Ui
CONTEXT PROTECT

@ DETECT

RESPOND &

Cédric Cecotti
I-CISO

INFR/ABEL

Restricted | © Infrabel 2025

Securing the entire IT/OT/Railway perimeter

Five main objectives to meet
NIS2 requirements

Culture, Awareness & Training

Maturity of controls = Certification

CyberSOC and Crisis Management

Security-by-Design




Q

Risk and Maturity Assessment to

Risks vs Maturity

meet NIS2 requirements

Risk

The implementation
of our CyberSOC

ST U EIUIII fe— L’ contributes significantly

-y --h-?h-i‘h-h-h-h-h-h-h-h-h-hh-h-h-h-h
~y, A R L
~ A A A A A

~ %;:**W*j;;:;. S (but not exclusively)

to improving Infrabel's

O AL A L S U
A A A A A

0 SO AL A L L S A A ° ° ° o
e potential incident impact.
A A A A A
R AR A A

1 - Initial | 2 - Limited - : | s- Optimised Maturity

-—— Level
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Detect attack attempts and respond

Incident Response Target

as quickly as possible

EXPOSED RESILIENT
TO THREATS TO THREATS
MEAN TIME TO DETECT (MTTD)
., MTTD™ = e cx e The average time it takes. .to
. . recognize a threat requiring
. MTTR % further analysis and response
. efforts

MEAN TIME TO RESPOND (MTTR)
The average time it takes to
respond and ultimately resolve the
incident

LENGTH OF TIME TO DETECT &
RESPOND TO SECURITY BREACH

<+ QOur target

« Bad news, Your Majesty — it’s
a cyberattack! »

LEVEL O LEVEL1 LEVEL 2 LEVEL 3 LEVEL 4

LEVEL OF SECURITY INTELLIGENCE MATURITY
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Risk Based Approach

Strategy

Non-Technical Measures
and Controls
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Threats

Our CyberSOC strategy is
guided by Risk Management

Buriojiuow

Respond Recover

« CyberSOC »

4




Defense of our entire IT and
OT /Railway perimeter

Defense in Depth

24/7 Monitoring and Incident Response

End-to-End Defense in Depth

On-Prem/ Hybrid / Cloud laaS/ PaaS

Trafic Mgt Power Tunnels Warehouse

Tracks Signaling Catenary
( i ]
f /\&
| \ \ \
[ p— - |
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% NETWORKS

ps/ Robots Admin
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Ap De» e ield Workforce |\ 34 Party \ OT and Sensors
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I I I ! Automation i ’,J £ [pe . | o £
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MIEREEE TTLTTETTEETTETEEY EELEEETERTEREY TETETTELTTESE ILETTITETEEEETEY EETETTEI . ! Tunnels /' Warehouse Office  WorkfromHome  Other Locatio Macbook  laptop  Desdop  Mobile §  HWMI | cove Wisless  40/56
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Power Connectivity
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CYberSOC Obiecﬁves Surveillance of our entire IT and

OT /Railway perimeter

To achieve a sufficient level of cyber resilience, Infrabel has chosen to set up a CyberSOC

with a Managed Services contract in which the partner supports Infrabel in reducing its risks
across its entire scope and increasing its overall maturity.

THALES

Thales Cyber Solutions Belgium

Security Posture ® Surveillance

The CyberSOC's mission is to strengthen
our security posture so that we are
sufficiently resilient in the event of

cyberattacks.

v — °
Prevention
The CyberSOC is responsible for CyberSOC also strives to prevent
cyberattacks by implementing
security controls and best practices

in cybersecurity.

monitoring our perimeter to detect signs of
cyber threats, such as suspicious network

activity or intrusion attempts.

.9’ ° Ld
aes Incident Response 6.0 Continuous Improvement

In the event of a cyberattack, the CyberSOC is responsible for The CyberSOC works with our internal teams
responding to the incident and taking measures to limit the damage

and external partners to investigate the incident,
and restore the affected systems. determine its root cause, and correct it.
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GOVERN

PROTECT

DETECT

RESPOND

Restricted | © Infrabel 2025

CyberSOC Services

CybserSOC helps to consolidate the
measures taken in each area.

Internal action plan and with suppliers = Resources + Budgets + Reporting
ITSM process = ICC + RIOC + Suppliers 2 Change Management + Reporting

Asset Management + Reporting
Asset and application approval
Automated connectivity provisioning

Security Posture Management
Network Segmentation
Patch Management + Reporting

Threat Hunting
Collecte des logs = Big Data = CyberSOC
Use Cases CyberSOC

CSIRT + 3rd Lines with Suppliers
Incident Management + Reporting
DRP + Testing

Backup/Restore + Tests

Provided by CyberSOC

*  Risk Analysis

*  Vulneralibity Management
*  Technical Security Assessments
* Audits

* Incident Response Playbooks
*  Crisis Management + NIS2 Notification
*  Risk Treatment Plan

*  Root Cause Analysis

s [f



A « Use case » is defined as a
security monitoring scenario aimed at

identifying cyber threats.

It includes strategic, tactical and
operational elements, describing the
manifestations of these threats from the
highest level (cybercriminals’ modus
operandi) to the lowest level (security
events, logs) within the monitored

infrastructure.
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Definition of a Use Case

The CyberSOC project is driven by the
implementation of Use Cases

A Use Case also includes incident response actions via playbooks

and is linked to operational factors (impacts).

It also defines how a system is configured to detect threats.

For each detection, an incident is created and a playbook
describes in detail the actions to be taken and by whom until the

incident is resolved.

The Use Cases are regularly reviewed in line with changes in the

scope of Infrabel and its partners, threats and risks.

Q

1 [f



High Level Use Cases

« Prevention » Use Cases

—
.

Compliance to NIS2

Compliance to |IEC 62443
Compliance for Asset Inventory
Compliance for Identity and Access
Compliance for System Hardening
Compliance for Removable Media
Compliance for External Hardware

Compliance for Network Access

28w N er oo s DL

Compliance for Network Segmentation

o

. Compliance for Firewall Rules

—
—

. Compliance for Endpoint Configuration

N

. Compliance for Secure Remote Access

w

. Compliance for Internet Connections

N

. Compliance for DevSecOps

o
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Use cases must be specified and adapted
to the Infrabel context

« Detection » Use Cases

—
.

S S

v A W N — O

Unkown /Rogue Asset detection

Vulnerability Attacks detection

System Changes detection

Network Scan detection

Unkown (Remote) Access detection

Malware /Ransomware Infection attacks detection
Phishing and Social Engineering attacks detection
Supply Chain attacks detection

(D)DoS attacks detection

. Man-in-the-middle attacks detection

. Data Breach /Loss attacks detection

. Compromised User Credentials detection

. Unusual behavior on privileged accounts detection

. Physical attacks detection

s [f



1" challenge:
collecting data

I/



Cloud
(laas, Paas, 5aas)

ldentities, Emails
& Applications

IT End-Users Devices

OT/ICS Devices

IT Infrastructure
& Data

Connectivity
Infrastructure

Railway Solutions
& Infrastructure
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Data Integration

Assets

[Z] e,
& (5

CyberSOC is part of our overall

Data strategy

Reporting Data

PowerBl

e X [

1

A
[ sewsons REMRR ,®>
1010 :
1010 |
Farmating P Realtime . Olympus o' a
& Parsing Erwrichmen Operational Alerts : : -
1010 i
Y
1010 N Kibana " ﬁ
P Service Evenits 6-6

Realtime Big Data —

Coverage/Maturity

Q

Eventslogs | NN

v Full
vaseroans

Full

— Visualisation & Actions Data —

pews beuepy
enes mdn

Processus Data

s
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Assets by Numbers

Cloud
(laasS, Paas, SaaSs)

%
Y
%

Identities, Emails
& Applications

IT End-Users Devices

OT/ICS Devices

IT Infrastructure

iy 0 ®

(((

& Data o
Network ((( ,)) ol ((( ,))
Infrastructure & t;%- A
Railway :E; E g
Infrastructure r
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A lot of Assets to
integrate

Datacenters

10.000
P 5.000 smartphones

Cameras

1.000

+ 50 Log sources
0.000 1dentities
8.000

10.000
3.000
10.000 Networks Devices

3.600 km
32 RBC

700 Applications

5000 Buildings/Shelters

Databases

]O0.000 IP Addresses
w700 BTS

800 tevel Crossings 10.000 signais

s [f



Cybersecurity represent

Ouvur (Big) Data by numbers +60% of logs datc

——  Assets T

Cloud A e ,
IT Infra & Cybersecurity
(laaS, Paa$, Saas) 2 @ (I o e

[\ Operations
Identities, Emails C
e D4

& Applications

renausersoevices| (1 [ [] +700 billion +600 pipelines

More than 700 billion logs Set up of more than 640 data

freron indexed (yearly) . . .
OT/ICS Devices I?, @ ingestion pipelines M

(LU

IT Infrastructure s -
& Data E E +900 TB
ih, S0 Over 900 T8 of

=
=
~"

+70 Kibana spaces +200 vnique

+70 used last month users

Railway
Infrastructure

ol
000
(N

on Kibana last month

Restricted | © Infrabel 2025 19 II



CyberSOC Data Flows

Cloud
(laaS, PaaS$, Saa$)

Identities, Emails
& Applications

IT End-Users Devices

OT/ICS Devices

IT Infrastructure
& Data

Network
Infrastructure

Railway
Infrastructure
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000
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Assets —

Thred'rs
CMDB

Vulnerabilities

l

l

Enrichment

1010
1010

1010 »_U

1010

Logs &
Events Unified
Data Lake

Response

-—

Risks &
Mitigation

(1]2]3)
II

From Logs to Incident

l [ 22 4
> — d
® — 1

Detection Incident
Response

|

LN

Crisis
Management
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2"¢ challenge: W
collecting data '
I/

on OT and Railway



All interconnections and data flows
are secured by design

Security Architecture

Zones « Railway » Zone « Infrabel »

VPN
Vendor Vendor
Solution . Log
Collector

GW Kafka/ELK VPN
~— CyberSOC

A

|
§

P J

VPN
Third Party :
Solution Third Party
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Third Party
Probe




Results




- Cyber50C

@® Security
® Services

@® Networks

. Infrabel
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Integration

The CyberSOC is

integrated with Infrabel

CSIRT & Operations THALES

Third Lines Centers (ICC/RICLC)
Actions ® 20 "I
iFlaybooks) - Incidents = F Incidents Actions
l_. SN . . 5O, |
I Analysis 1‘
Perimeter Events

Ewents/Logs

T ) B

OT/ICS &——

Security Logs

Railway ¢

-

& f 3

Cretection
Rules

Asset Data

Assat & Configuration S > - Threats &

+ Change & Release Management

Vulm.

Scans and Controls

2 [f
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Cloud
(laasS, Paas, SaaSs)

Identities, Emails
& Applications

IT End-Users Devices

OT/ICS Devices

IT Infrastructure
& Data

Network
Infrastructure

Railway
Infrastructure

Y —

Use Cases Coverage

Assets

@
ps X

O O []
> Q BB

-
(«p)

£

PPy
000
NN

[

We didn’t achieve 100%

coverage...
100%

20%
100%

Extension of Logs collection to OT
(0)
25% systems...
90%
20%
10% Need to be restarted from the

60%

beginning with our suppliers...

s [f
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Use cases are built and deployed

Use Cases Roll-out

sequentially

We are here 2 60%

12 Q2 2025

- Implemented

Use Cases
Roll-out
|
Use Cases over Time |
120 :
I ’
|
|
o |97 We still have a lot of work to do with our
' suppliers and teams to deploy OT and
1
! Railway Use Cases.
80
l
62 :
|
60 50 :
47 ,
& :
40 1
3 1
il i
1
20 1
1
1
1 |
0 1
1211172024 121212024 12/01/2025 12/02/2025 12/03/2025 12/04/2025 12/05/2025 12/06/2025 1210712025 12/08/2025 12/09/2025 12/10/2025 :
|
1
1
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Incident Overview

715

Incident Trend

Incidents

in Q3 2025

400
350
300

250
200
150
100
50 I
0
I I R N BT TP T R

v v 1A A M vV
7/ 7/ Kl ‘/ 7’ 4 \/ 7/ 7/ 7’ A/ C
\,bQ <<Q‘/0 @’b ?Q ®rb\\ \0(\ W VQ% (.)Q/Q Oé‘ $O QQ/

I Escalated
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B Resolved by SOC ==—=MTTD* (minutes)

200
180
160
140
120
100
80
60
40
20

350

300

250

200

150

100

50

The CyberSOC project aims to cover
the entire scope of Infrabel

O Incidents escalated
O in Q3 2025

Ovutcome Trend

o4




oge IVMS = Integrated Vulnerability @
p Vulnerability Management Management Service

050‘{\Um - Orgamée% '
C)O 'O& O&“'\O‘l a L so Ure e‘g
e * Multi-Source Vulnerability Aggregation

* Contextualized Risk Analysis

e Avutomated Prioritization & Remediation Guidance

* Continuous Monitoring & Reporting

4 $
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MOOOOOOOODY SOOOOIOINY SOOI SOOI SOOI
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Summary of key points
to remember

Collaboration between Infrabel and Thales

Improved visibility on our systems and our architectures
Improved Root Cause Analysis

Raising Awareness/Knowledge through incident feedback

Not easy journey, but the path is more important

o [f
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I_ I_ d On building an OT and
essons Ledrneadq... Railway CyberSOC

Raise Knowledge before starting > Project Team

Maturity in Risk Assessment = Use Cases on OT/Railway
Do not overlook the difficulty of collecting quality logs
Don’t deploy systems and only if this is really necessary

Yours suppliers are keys, but...

bbb b LR e U T S b S LW S S LSS LSS LR S S B LN
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" T THINK HE MAT HAVE MISUNDERSTOOD WHEN T SUGGESTED
USIN® A S0CKS PROXY To BYPASS THE FIREWALL. "
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