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NATO Summit:
Preparation

*Awareness (general and
crisis organisation)
*Protection (f.i. anti-DDOS)
NS *Detection/response capacity
*Organisation & Collaboration
*Integrated crisis management

Sectorial

* Umbrella: Spoor-ISAC
*Scenarios => Awareness
*Information flow

* Communucation Structure

National

*Led by NCTV and NCSC

*Scenario’s (alternative future
analysis)

*Information flow

*Communication structure
«Liaison at NCSC
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CTIl based preparation
NATO Summit 2025

Scenario

TTP

building :
(int+ext) Analysis Network
Analysis
Operational And
Use case

modification

[ Tactical j
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NATO Summit: During the Summit

I} Recorded Future ; HIEuwS
Threats to the 2025 NATO Summit: Cyber, Influence, and Politie: spoorbra.nd op startdag
syene [ - NAVO-top met opzet gesticht om

treinverkeer te verstoren

Spoorbrand Er zijn geen aanwijzingen dat een land verantwoordelijl is voor de
spoorbrand.

e-Application-Cateway v}

wiwwi. utrechtni

= utrechini

MUHYC HECKONBKO CAITOE B HNASpAaHAX |,
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Hoe spannend
werd het tijdens
de NAVO-top?

De NAVO-top in Den Haag
verliep op het oog misschien
rustig — achter de schermen
gebeurde er van alles. Wat
ging goed, wat ging mis en
hoe spannend werd het?

Zo is NS georganisserd

Vanut de N5-meldkamer houdt het Landeliik
Calamiteiten Cobrdinatie Team (LCCT) de situatie
nauwlettend in de gaten. Korte ljnges myn e met
teams van ProRad en Politie op het OCCR.

Op Den Haag Centraal staan teams van
Valigheid & Service (V&S) en de palitie paraat.

NS Cybersecurity — Cyber Crisis Management — 5th ERA-ENISA Conference on Cybersecurity in Railways




NATO Summit: the aftermath

 Informing all employees on approach

 Evaluation of lessons learned
 Positive: collaboration at all levels

* Reuse of approach for other (major) events

6 NS Cybersecurity — Cyber Crisis Management — 5th ERA-ENISA Conference on Cybersecurity in Railways N
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But a cyber crisis is just another crisis

e Use overarching NS crisis management organisation

e Use overarching NS crisis management processes

e NS Cyber Crisis Management Plan for specific cyber related aspects (as for other types of
crises)
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Using the Crisis organisation and escalation

Coordination en
communication
| Not Cyber Specific : external stakeholders

Supervisory bodies
Press Communication
Chain o.a. CMT Prorail

Strategic

|
-~ - : Chain
Tactical Landelijk Calamiteiten, Officier van Dienst
|
|

Coordinatie Team

Verkeersleiding

Blue Cyber
Shield Team

Operational BCST

Cyber incident Cyber Calamitity Crisis

» Severity

Disciplines fimpact
. Cyber
involved
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Crisis Management Organization

PD NS

NS Crisis Policy Team (NS
CBT)

Optional members

National Calamity Coordination Team
(LCCT)

Optional members

Operational on-call services ***
Emergency organization (1st and
2nd level)

NS Communication Team (CT)

NS Cybersecurity — Cyber Crisis Management — 5th ERA-ENISA Conference on Cybersecurity in Railways




Cyber crisis specifics

e Aspects to consider: e Critical decisions:
= Priority of safety versus continuity of = Threat of losing operational control
operation

_ _ ® Deadline for payment
® How to deal with extortion _ _

. . ® Data breach becoming public
® How to deal with cybercrime

= How to deal with forensic investigation
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Scenario approach
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Type crisis

Cyber incident on NS
rolling stock

Specifics crisis profile?

Main impact areas and specifics in terms of impact?

Specific objectives and principles?

Possible critical moments and decisions?

Special stakeholders/partners?
(For example, because of specific authority or expertise)

Special features in the preparation?

Have you prepared specific facilities?

Additional external expertise required?

Certain plans and procedures that the team should not forget?

Specifics in terms of signaling, alerting and/or informing?

Derogations?

Peculiarities in reacting and limiting negative consequences?

Peculiarities in the first response?

Specific interpretation of crisis arganization?

Specifics in upscaling: for example, direct CBT?

Owr role in the chain?

Likely government scale-up? Special government partners? (For example,
specific knowledge institutes, national role, etc.)

Specifics of post-phase and recovery?

Special aspecis of recovery?
E.g. because of complexity or long duration?

Specific topics that require special attention?

Specific interpretation of the post-phase organization?
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Combined Crisis Management Organization

Crisis Management Organization NS Crisis Management Organization ProRail
PD
PD NS *
i * | ProRail | * """~~~ - [
oo * |
! i
| |
i |
! i
| 1
i |
| E—
> CBT/CMT ProRail I
|
__________ Gecombineerd Crisisteam o - -
NS Crisis Beleidsteam (NS CBT) -+ > NS & ProRail -+ p| Crisis Management Team [CMT)
_____ -y
d-—-—-—-—-- I T I
1 | I
| i l :
s I l '
i | | :
1
! } : 4 | 2
| | 1
I
| A b ——————e e
I ¥ | !
--» i |
: : Ketenoverleg Centraal
Landelijk Calamiteiten : | Monitorings- en
Codrdinatie Team (LCCT) i : Besturingsorgaan (CMBO)
MS Communicatie Team [CT) - L————p
“--p v
Crisiscommunicatie
team ProRail
|____+ o 7 Tt
! |
I
i
. ! | !
: 1
L. ,'
Operationele wachtdiensten *+# Calamiteitenorganisatie ProRail !
Calamiteitenorganisatie [1° &n 2* niveau) B e > - !
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Crisis Management - Excercises

e Included in planning per year for crisis management excersises
e Joint excersises with infrastructure manager with joint preparation
e Participation in national excersises (ISIDOOR)
e Evaluation of each excersise
® Processes of regular crisis management

®  Cyber specific aspects
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National Cyber Crisis Management Organization

i
ionele k : Al k -
Functionele keten : gemene Relen .
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Watch and . 1
Warning Metwork * steriéle Comm Voorzitter .
{I » Cresisbeheersing | Weiligheidsragio L]
. .
. |
. Directeur ]
Informatie uit [nfarmatie wit open . idsregio ]
[ ondere [anden | en gesloten bronnen . .
. 1
Nationo : :
'
Centrum (P O il
. (]
. 1
Informatie over het incident 4
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Informatie !
Inf = via LCMS 1
nformatie analyseren i\
en duigen .
I .
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Crisis Organization Government Crisis Management Organisatie NS Crisis Management Organisatie ProRail

PD
_____ -» PDNS™*
AT T T T T T T T T T T T T T T e e e e e e e e * | ProRail | * """ 7° [
_______ . :
i
1
|
i
1
|
CBT/CMT ProRail :
|
Gecombineerd Crisisteam o I
L. . - ————————— - = ot L . — - - - — — — — — Crisis Management Team (CMT, -+
NS Crisis Beleidsteam (NS CBT) NS & ProRail * g e [ l
_____ -y
o - —-———- | r !
| | |
: ! l .
|_ - I : :
| i
Tactische Externe Contacten ! i [ | !
: 1 * | g - l
| | i
I i I
! .- e T m——————-— e
Operationeel Team (OT) | v : :
- 1 |
. . ! 1
Regionaal Cperationeel Team - : 1 Ketenowverleg Centraal
(ROT) *------ . rlrd'”at' :m“";‘::';m | | Monitorings- en
odrdinatie Team I | .
Regionaal Ui ) leg - L Le——_p Besturingsorgaan [CMBO)
Alerteren (RUOA) + — —p | NS Communicatie Team (CT) ¥
Crisiscommunicatis
team ProRail
—_———— ‘. -
S - -
Operationele Externe I :
I i
Contacten I
| | ! !
- [ 1
Commando Plaats Incident {COPI) : Calamiteitenorganisatie ProRail Ir
-
Staf Grootschalig en Bijzonder Operationele wachtdiensten *+* Afdalingen :
Optreden [SGBO) e | Calamiteitenorganisatie (1 en 2 niveau) P » e -
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Our experience




Questions

Check out:
Joseph Mager

joseph.mager@ns.nl

NS
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