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NATO Summit: 
Preparation

National

•Led by NCTV and NCSC
•Scenario’s (alternative future
analysis)

• Information flow
•Communication structure
•Liaison at NCSC

Sectorial

•  Umbrella: Spoor-ISAC
•Scenarios => Awareness
• Information flow
•Communucation Structure

NS

•Awareness (general and 
crisis organisation)

•Protection (f.i. anti-DDOS)
•Detection/response capacity
•Organisation & Collaboration
• Integrated crisis management
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CTI based preparation 
NATO Summit 2025 

Network 
Analysis

And
Use case 

modification

Tactical
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NATO Summit: During the Summit
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NATO Summit: During the summit
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NATO Summit: the aftermath
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• Informing all employees on approach

• Evaluation of lessons learned
• Positive: collaboration at all levels

• Reuse of approach for other (major) events



Crisis Management at 
NS
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Things go wrong in the sector
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But a cyber crisis is just another crisis

Use overarching NS crisis management organisation

Use overarching NS crisis management processes

NS Cyber Crisis Management Plan for specific cyber related aspects (as for other types of 
crises)
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Operational

Strategic

Tactical

Using the Crisis organisation and escalation

BCST

LCCTLandelijk Calamiteiten 
Coördinatie Team

CBTCrisis BeleidsTeam

Blue Cyber 
Shield Team

Cyber incident Cyber Calamitity Crisis

Other disciplines
Cyber

Supervisory bodies 
Press Communication
Chain o.a. CMT Prorail

Chain
Officier van Dienst

Verkeersleiding

Not Cyber Specific

Severity 
/impact

Disciplines 
involved

Coordination en 
communication 

external stakeholders
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Crisis Management Organization
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NS Crisis Policy Team (NS 
CBT)

Optional members

National Calamity Coordination Team 
(LCCT)

Optional members 

NS Communication Team (CT)

Operational on-call services ***
Emergency organization (1st and 
2nd level) PD NS 



Cyber crisis specifics

Aspects to consider:

Priority of safety versus continuity of 
operation

How to deal with extortion

How to deal with cybercrime

How to deal with forensic investigation

Critical decisions:

Threat of losing operational control

Deadline for payment

Data breach becoming public
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Scenario approach
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IT Impact
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Crisis Management in 
the rail sector
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Combined Crisis Management Organization
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Crisis Management - Excercises

Included in planning per year for crisis management excersises

Joint excersises with infrastructure manager with joint preparation

Participation in national excersises (ISIDOOR)

Evaluation of each excersise

Processes of regular crisis management

Cyber specific aspects
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Crisis Management at 
a national level
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National Cyber Crisis Management Organization
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Our experience

Cyber crisis is just a crisis but somewhat different

Avoid fixation on going back to normal business 

Practice at all levels, with sector and with suppliers

Use a realistic scenario, base these on incidents

Use a “planned” crisis

Collaborate & communicate
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Check-in

Questions Check out:

Joseph Mager

joseph.mager@ns.nl
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