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Airbus

An Airbus subsidiary created in July 2022
to protect both internal and external assets

Donauwoérth
professionals based in France, 2024 turnover and continuous @ "unich
Germany, the UK, Spain and growth in all our business sectors VT
Belgium with a strategy aligned with our

customers
business units: Safety, clients: aerospace and
Cybersecurity Consulting, aviation, transport, energy,
Managed Services and nuclear, public institutions... .
Sustainability [Main sites]
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Alstom Risk Assessment needs
Why create a risk assessment methodology within a tool?

> Initial context of fragmentation of approaches across projects

(EBIOS RM, EBIOS 2010, various flavor of 62443, TS 50701, ..)

> Need of a consistent and unified approach, to:

YaPaRaRa Y

>  Key

< R OO0

Conducting reproducible risk assessments
Reusing risk assessments across different contexts
Simplifying competency management

Promoting capitalisation

Automating a single methodology

requirements

Combining the benefits of these two approaches
Support for architectural choices
Simple to use once automated with a database

Full compliance with EBIOS RM and 62443 / TS 50701 standards 220 2024 06
2023 02
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The evolving challenges of
Cyber Risk Analysis in Rail Systems
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ARAMIS: A Risk Assessment Methodology for Industrial Security
A new methodology combining strengths of EBIOS RM & (62443 + TS 50701)

== Limited information on practical application on
detail risk assessment

== No representation of attack path scenarios

== [ocused on risk-related topics

Complex systems lead to complex scenarios,
and difficulty to comprehend the global picture
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The pragmatic structure of EBIOS RM
with additions from ISA/IEC 62443

strategic cycle

‘ operational cycle I I
2.1. Risk origins & target 3.1. Threat vectors & 4.1. Initial risks assmt. 5.1. Security level target
objectives interested parties 4.2. Zones definition

5.2. Residual risks

1.1. Scope
1.2. Stakeholders

1.3. Context 2.2. Attacker view vs 3.2. Strategic scenarios 4.3. Detailed risk assmt. 5.3. Treatment plan
1.4. Inventory defender view — 5.4. Achieved risks
1.5. Feared events zsCsR 2 ;Ir:?al risk In each zone
1.6. Security baseline essme Consolidation
ZCR 3 — Partition into
zones & conduits
ZCR 1 — Identify the
system
ZCR 4 — Initial risk ZCR 6 — Document risks,
exceeds tolerable risk ? requirements
» ZCR 5 — Detailed risk ZCR 7 — Asset owner
assessment approval
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Multiple abstraction Level
Detailed Risk Assessment >>> Overview

System under Consideration

'

Attacker
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Multiple abstraction Level
Detailed Risk Assessment >>> Focus on Zone

Zone A - Network Gateways

'

Attacker :

\ A
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Operational scenarios
Detail Risk Assessment >>> Qverview

-
fe] Knowledge bases ~ Assessments ~

Terrorist achieves a cyber attack with safety effect, by attacking directly the train. " A
R9.01 Strategic scenario | Back
OVERVIEW
CONTEXT

MoDuULE 1
SCOPE, IMPACT ASSESSMENT,
AND SECURITY BASELINE

O 0O)-
A o

Internet on Board R9.01- New zone

MODULE 2
THREAT SOURCES

MoDULE 3
STRATEGIC SCENARIOS

O
[l'-( R / | Human losses

Train-Ground

Train control

communication bt o
¢ — \. ~e
o o
A o

R9.01-2 - Train control
equipment compromise from

passenger devices

w OPERATIONAL SCENARIOS I

Frnrmee $
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Operational scenarios

Detailed Risk Assessment >>> Focus on Zone

Knowing Entering

O
R9.01 - From external com.

O

O

input @
R9.01 - From pass. devices

O

-
[ Get in the train and connect
to an accessible interface

l 2 i

O

Finding

Exploiting

Tamper
information on

transit

Access to the train
network

& i

O

- Sy
Lateralization to reach end
device

3 |1

O

input @

R2.03 - Via maintenance tool

Infection of an on-board

equipment. By a legitimate

maintainer using an infected
maintenance tool.

O

Spread of malware /
ransomware within on-
board systems

O

¥
|
l

Corrupted data transmission to
end device causing an unsafe
behaviour of the system

3| 1

R9.01 - From external com.

31

O

output
RO01= Fromn passidovica Pt O

31

R9.01 - Inside the train

8 |1

output @

R2.03 - Via maintenance
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Automated Security Level Target (SL-T)

From the risk assessment I

Constant, decided in the

D ———— 1
context establishment Tolerable Risk Level

Constant, from the
threat environment

—>  Attacker Strength

Security Level allocated at Zone level and on each Asset,
based on 7 Foundational Requirements.
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Automated Security Level Target (SL-T)

/ Foundational Requirements

SL-T are based on

Predefined sets of
Security Requirements
from ISA/IEC 62443

2 Resulting in a vector of SLs
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Automated Security Level Target (SL-T)

> Applicable FR Vector calculated automatically in Attack Step

Method P o e Scenario
Unmitigated Unmitigated Unmitigated  Tolerable : AST =
of Risk SLmin  AST S SL-T

Scenario Scenanio:pame ik impact Likelihood Likelihood
sbT ¥y v M [

Terrorist achieves a cyber
attack with safety effect, by {rr]asilge the - =

attacking directly the train.

(value)

ID * Supporting asset

() () (e

SA02 Gigabit Ethernet Switches

ID * Zone name

Train control
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Forward

: The methodology was validated using use cases and pilot analyses from Alstom.

Full deployment is currently underway.
History: Project start date: 2021. Launch approved after pilot cases: 2024

. Europe’s Rail Joint Undertaking (ERJU) has started using and evaluating the
ARAMIS methodology in Fence.

IEC 62443-3-2:2020
- Statement of Conformity CLC/TS 50701:2023

i i . EBIOS RM
against the following standards: ISO/IEC 27005:2022

BUREAU
VERITAS
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Thank to the Contributors

Non exhaustive list

ALSTOM AIRBUS  rrotect
Serge BENOLIEL Sylvain TANGUY

Baptiste MARTINOT-LAGARDE Florence FOUDRAIN
Jean-Francois GILLOT Jérémy ROGER

Loic BAUDAIS Cyril SOULA

Fabrice RAFART
Dimitrios SISIARIDIS
Moatazbellah MOHAMED
El-Houssine LOUKILI
Carlos ARNILLAS GALAN

Emmanuel PRAT

5th ENISA-ERA Conference on Cybersecurity in Railways

AIRBUS rrotect ALSTOM




Thank you !

AIRBUS PROTECT

Samuel Schmidlin
Fence Product Owner
& Business Analyst

samuel.schmidlin@airbus.com
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Back-up
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Attack Step

Determine Unmitigated Likelihood (ZCR 5.4)

Access to the train network

HLAO02-IASO1 Access to the train network

The attacker gains access to the train's internal network

The attacker performs: TO7 Authentication abuse or bypass , TO8 Privilege abuse or escalation ,
T19 Infrastructure manipulation

|

Applicable FRs based on
attacker Techniques -
sl DC RDF TRE RA Tactics
v v v v 4
[On: Gigabit Ethernet Switches , Security Gateway

‘ Unmitigated likelihood

IAC uc

H SL-T (Allocation) H Residual Likelihood

Existing mitigations ©
A ” P Implementation
ID Title Effects in this context D Status

No records.

Unmitigated Likelihood is calculated based on
> Expertise
> Window Of Opportunity
AIRBUS rrotect ALSTOM
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Automated Security Level Target (SL-T) for Scenarios

Scenarios SL-T (value)

= <l - X i
Clear filters Show[25 v |entries. Showing 1 to 3 of 3 entries (filtered from 8 total entries)

Unmitigated Unmitigated Unmitigated ~ Tolerable SLmin  AST éf?_?an'o R etficaticn

Method
of impact Likelihood Risk Likelihood (value)

ID *  Scenario name
attack

) ¥ | | i

Terrorist achieves a cyber From
attack with safety effect, by external
attacking directly the train. com.

2

4 chieves a oyl -
Terrorist achiev 4 From pass. -
ct, by

attack with Zicye
attacking directly devices
Terrorist achieves a cyber - o e 3 et
attack with safety effect, by er‘;'ge the - 3 3 é@;{ﬁt{lﬁn for scenario SL-T
attacking directly the train. 9.

Allocation of Zone SL-T

Clear filters Show‘ 25 V'\ entries. Showing 1

l(\)ﬂfethod gfar_\ano Operational] Target zones for

ID 4 Scenario name t ¢
attack (value) scenario the scenario

v
Terrorist achieves a ‘E_yber From ESrZ<)°u1nLram-

e el | ool e communication Method of attack “inside the train” targeting
“Z02 train control” requires a higher SL-T

gre%rlxzeiass. 5 « Z02 Train control value

Terrorist achiev
attack with safety effect, by
attacking directly the train.

Terrorist achieves a cyber .
attack with safety effect, by ’!(’r‘asilge the 3 B 02 Train control
attacking directly the train.
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Automated Security Level Target (SL-T) for Assets

Asset SL-T vectors

. Clear filters Chow] 25 V[entnes Showing 1 to 1 of 1 entries (filtered from 8 total entries)

Supporting asset

Comment

)

Gigabif

SA02  Gigabit Ethernet Switches

LINKED ZONES > GIGABIT ETHERNET SWITCHES

List of the zones that contain this supporting asset and the linked attack steps.

Search

2 - Train control

- Train control

- Train control

Attack Step

HLAO2-1ASO1 -
Access to the train
network

HLAO2-1AS02 - Get in
the train and connect
to an accessible
interface

HLAD2-1AS03 -
Lateralization to
reach end device

Show |25 v |entries. Showing 1 to 11 of 11 entries

AIRBUS rrotect
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Asset SL-T = max {(Attack Step SL-T)i}

that carry out attacks on this supporting
asset.




Automated Security Level Target (SL-T) for Zones

Zone SL-T vectors (summary)

Clear filters Show| 25 Vlentnes.

ID * Zone name
z02 ) (

Showing 1 to 1 of 1 entries (filtered from 8 total entries) first  previous

Comment

Zone SL-T = max {(Asset SL-T)i}

Z02  Train control of Assets in the Zone

Z02 - TRAIN CONTROL

List of the supporting assets (and their SL-T) in the zone

Search Show |25 |entries. Showing 1 to 4 of 4 entries

Supporting asset

(

SAO1 - Main Processor Unit
SAQ2 - Gigabit Ethernet Switches
SAO5 - Brake Control Unit

SAQG - Security Gateway
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