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Alstom Risk Assessment needs
Why create a risk assessment methodology within a tool?

> Initial context of fragmentation of approaches across projects 
(EBIOS RM, EBIOS 2010, various flavor of 62443, TS 50701, ..)

> Need of a consistent and unified approach, to: 
☐ Conducting reproducible risk assessments
☐ Reusing risk assessments across different contexts
☐ Simplifying competency management
☐ Promoting capitalisation
☐ Automating a single methodology

> Key requirements
☐ Full compliance with EBIOS RM and 62443 / TS 50701 standards
☐ Combining the benefits of these two approaches
☐ Support for architectural choices
☐ Simple to use once automated with a database  
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The evolving challenges of 
Cyber Risk Analysis in Rail Systems

Mandatory Compliance with 
Interlinked Standards

Integrating IT/OT 
Convergence Risks

Manual, Time-Consuming 
Analysis

Inconsistent and Subjective 
Assessments

The Velocity of Change 
(Evolving Threats)

5th ENISA-ERA Conference on Cybersecurity in Railways
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ARAMIS: A Risk Assessment Methodology for Industrial Security
A new methodology combining strengths of EBIOS RM & (62443 + TS 50701)

EBIOS Risk Manager

A practical, ready-to-use methodology

A neat and elegant way to draw attack 
scenarios

Focused on risk-related topics

Complex systems lead to complex scenarios, 
and difficulty to comprehend the global picture

ISA/IEC 62443 & CLC/TS 50701

A complete corpus for industrial Cybersecurity 
Security, defining Security Levels & 
Foundational Reqs.

Concept of Zones & conduits refining a whole 
system in smaller parts, ideal for handling 
complexity

Limited information on practical application on 
detail risk assessment

No representation of attack path scenarios
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The pragmatic structure of EBIOS RM 
with additions from ISA/IEC 62443

Scope, impact 
assessment, 

security baseline
Threat sources

Ecosystem & 
strategic 
scenarios

Operational 
scenarios Risk treatment

Module 1 Module 2 Module 3 Module 4 Module 5

1.1. Scope
1.2. Stakeholders
1.3. Context
1.4. Inventory
1.5. Feared events
1.6. Security baseline

2.1. Risk origins & target 
objectives
2.2. Attacker view vs 
defender view

3.1. Threat vectors & 
interested parties
3.2. Strategic scenarios

4.1. Initial risks assmt.
4.2. Zones definition
4.3. Detailed risk assmt.

Overview
In each zone

5.1. Security level target
5.2. Residual risks
5.3. Treatment plan
5.4. Achieved risks

Consolidation

operational cycle

strategic cycle

additions of concepts from IEC 62443
ZCR 1 – Identify the 
system

ZCR 2 – Initial risk 
assessment

ZCR 3 – Partition into 
zones & conduits

ZCR 4 – Initial risk 
exceeds tolerable risk ?

⇨ ZCR 5 – Detailed risk 
assessment

ZCR 6 – Document risks, 
requirements

ZCR 7 – Asset owner 
approval
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Multiple abstraction Level
Detailed Risk Assessment >>> Overview

Zone A
Network Gateways

Zone B 
Passenger Entertainment

Attacker Zone C
Safety-critical Systems Consequence

System under Consideration
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Multiple abstraction Level
Detailed Risk Assessment >>> Focus on Zone

LTE modem

Satellite 
modemAttacker

Zone A - Network Gateways

Receiver for 
signalisation 

Security 
gateway

Toward zone B
Passenger Entertainment

Toward zone C
Safety-critical systems
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Operational scenarios
Detail Risk Assessment >>> Overview
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Operational scenarios
Detailed Risk Assessment >>> Focus on Zone
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Automated Security Level Target (SL-T)

Security Level Target 
(SL-T)Tolerable Risk Level

Unmitigated Risk Level

Attacker Strength

From the risk assessment

Constant, decided in the 
context establishment

Constant, from the 
threat environment

Security Level allocated at Zone level and on each Asset, 
based on 7 Foundational Requirements.
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Automated Security Level Target (SL-T)
7 Foundational Requirements

ISA/IEC 62443 Foundational Requirements

FR 1 Identification and authentication control (IAC)

FR 2 Use control (UC)

FR 3 System integrity (SI)

FR 4 Data confidentiality (DC)

FR 5 Restricted data flow (RDF)

FR 6 Timely response to events (TRE)

FR 7 Resource availability (RA)

SL-T are based on
Predefined sets of
Security Requirements 
from ISA/IEC 62443

⇨ Resulting in a vector of SLs

IAC UC SI DC RDF TRE RA

2 2 3 2 3 2
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> Applicable FR Vector calculated automatically in Attack Step

Scenario 
SL-T

Asset 
SL-T

Zone 
SL-T

Automated Security Level Target (SL-T)
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: The methodology was validated using use cases and pilot analyses from Alstom. 
Full deployment is currently underway.
History: Project start date: 2021. Launch approved after pilot cases: 2024

: Statement of Conformity 
against the following standards:

IEC 62443-3-2:2020
CLC/TS 50701:2023
EBIOS RM
ISO/IEC 27005:2022

: Europe’s Rail Joint Undertaking (ERJU) has started using and evaluating the 
ARAMIS methodology in Fence.

Looking  Forward
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Back-up
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Attack Step 
>>> Determine Unmitigated Likelihood (ZCR 5.4)

Unmitigated Likelihood is calculated based on 
> Expertise
> Window Of Opportunity
> Equipment

Applicable FRs based on 
attacker Techniques - 

Tactics  



Automated Security Level Target (SL-T) for Scenarios
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Method of attack “inside the train” targeting 
“Z02 train control” requires a higher SL-T 
value
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Automated Security Level Target (SL-T) for Assets

Asset SL-T = max {(Attack Step SL-T)i}

that carry out attacks on this supporting 
asset.
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Automated Security Level Target (SL-T) for Zones

Zone SL-T = max {(Asset SL-T)i}

of Assets in the Zone


