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>> REPORT OBJECTIVE, SCOPE, TARGET, AND METHODOLOGY

Objective: Provide guidelines to engineers to design secure Safety
Instrumented Systems (SIL 1 to 4).
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Target Audience: Aimed at safety engineers, design and cyber architectural o
. . . Apply a Code of Practice
engineers, security professionals, systems developers, and systems (zr-05-03)

administrators of rail systems

e (ZR05-08)

Apply Requirements from a
Reference System
(ZR-05-06)

Y

Explicit Risk Evaluation
(ZR-05-07 to ZR-05-09)

Methodology: Based on 70+ Management Principles and 230+ Design
Principles, applying to a SIS and relating to both Safety and Cybersecurity
disciplines.
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© SIS RISK ASSESSMENT

- Since an attack can impact a Safety Instrumented Function (SIF), a coordinated
Safety/Security process for specifying, designing, implementing and validating is
required

- Semi-quantified (Threats and Vulnerabilities) risks and (Safety causal factors) quantified risks
can both generate hazards leading to an accident.
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@ GUIDELINE PRINCIPLES

- 75+ Management Principles (MP):
* MPs drive the entire SIS development life cycle and are specific to safety and
cybersecurity.

 MP1: Board Upper Management accountability for Safety and Security:
Depending on a Country’s legislation, the PTOs board of Director or the
CEO and his/her direct report are the ultimate owner(s) of these two risks.

- 230+ Design Principles (DP):
- DPsintegrate IEC 63452 recommendations.

« They apply to the SIS product and system development life-cycle and drive
the cybersecurity network design and product manufacturing and testing.

« They focus on issues impacting both safety and cybersecurity.

« DP1. Priority Principle: Operational concepts drive safety design, which
drives the cybersecurity design.

 DP33. SBoM safety-critical tracking principle: the SBoM should be
capable of automatic generation and the result must be machine-
readable
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+ Integrating the report’s Security-by-design management and design principles
throughout the SIS’ life cycle shouldn’t be viewed as a check list exercise.

- It must be understood as a global approach to applying a deterministic
cybersecurity engineering practice.

« There is no reason why for Safety, the discipline relies on deterministic engineering
methodology, while we often tolerate qualitative approaches for Security.

« The UITP cyber committee believes that whenever an SIF is involved, the cyber

protection measures associated with the Capable Safety Level (SL-C) should meet
or exceed the SL rate (= i.e.: SL3 or SL4)

- Though in theory, it is tolerated to lower the security measures.
« The great contribution of IEC 63452 = Security case signed off by security experts.

- Deviations must be recorded and reviewed from time to time during the
operation and maintenance phase.
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»» FOCUS ON SIS TO CLOUD-CONNECTION

Safety Instrumented System

e |t is an independent protection layer
designed to bring a process to a safe state
when predetermined conditions are
violated, with its reliability = and
performance quantified by a Safety
Integrity Level (SIL 1 to 4).

Cloud-connected SIS (OT)

e Extends traditional OT systems' functionalities
by allowing data connection in the cloud and
provisioning business enablement and control
from the cloud.

e |loT allows direct connection to the
cloud or to PLCs
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»» CLOUD-CONNECTED OT RISKS: UNDERSTANDING

e The cybersecurity risk doesn’t disappear miraculously with a cloud-enabled architecture.
It is just shared between different stakeholders, adding complexity.

e The more off-premise activities, the more potential for new attack vectors targeting your
rail on-prem. activities.

e The more open the cloud deployment and service models, the more risks.
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cLouD-CONNECTED OT RIskS: ATTACK TYPES

e Rogue cloud actor

® |Internal attacks: The biggest security threat, as the datacenter’s own employees with access to
the servers.

® Phishing attacks: Obtaining employee credentials.
e Access attacks

® Hackers can leverage Cloud Access Security Brokers or third-party DNS servers to get into a
datacenter.

e Cloud pivoting attacks

e Application attacks: Using infected application (e.g., control panel or customer dashboard) and
vulnerable operating systems.

e Cloud Infra attacks:

e DCIM vulnerability exploit: power DCIM (e.g., Cyber Power Panel Enterprise) and Power
Distribution unit (e.g., Dataprobe iBoot, PDU), cooling system can shut down the services.

e Multi-site attacks: Malicious threat actors could carry-on worldwide attacks across numerous
datacenters (malware across multi-site could be leveraged for massive ransomware, DDoS, or
Wiper attacks).

° Researchers have found over 20,000 instances of publicly exposed datacenter infrastructure management (DCIM) software that monitor devices, HVAC control
systems, and power distribution units, which could be used for a range of catastrophic attacks (Source Cyble; 2022).
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% CcLOUD-CONNECTED OT Risks: ATTACK VECTORS
1) Top-down

* The attack starts from the cloud and continues to take over all Rail Duty Holder’s PLCs and other equipment.
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» cLouD-CONNECTED OT RISkS: ATTACK VECTORS

2) Bottom-up
* Starts from a component connected to a PLC and continues up to the PLCs /SCADA and then to the cloud OT
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5 CcLOuD-CONNECTED OT RIskS: ATTACK VECTORS

3) Infrastructure shut-down

e Targets the datacenter infrastructure with the
objective of paralyzing it (e.g.: HVAC or power)

* Forcing the datacenter manager to disconnect
the hosted services.

STEP 3:
C2 deploys a
credential snifferin
the Enterprise Network
Stolen credentials
used to penetrate
DMZ firewall

STEP 5:
Malware installed
on OPC server

STEP é:
OPC connection used
to install malware on
OT systems
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DESIGN: CLOUD-CONNECTED ARCHITECTURAL DESIGN (IEC 63452)

e |EC 63452 cloud annex K.

Whole rail system risk analysis: Security-Level measures shouldn’t be established on just the
cloud-connected OT systems.

* Dedicated access control policy: lloT and OT cloud-connections require strict access
* |dentity and Access Management based on: RBAC, MFA, PTO managed credentials, etc.
* A zones and conduits should use principles of least privilege for any communication between zones.
* Communications between zones should employ modern encryption algorithms.
* Enforce the use of TLS/SSL with strong cipher suites.
* Manage PKI Certificates.
* Establish cloud security monitoring of the railway system.
* Directionality and type of data: will drive risk and appropriate cybersecurity countermeasures.

* Control signals received from a cloud instance to an OT system should be filtered, authenticated, and
monitored for cybersecurity anomalies.

* Non-control signal data such as cybersecurity monitoring and telemetry data from an OT system to a
cloud instance should be implemented in a uni-directional fashion.
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>> CLOUD-CONNECTED SIS ARCHITECTURAL DESIGN (IEC 63452)

Communication matrix analysis

* Based on zone criticality for the cloud-connected OT
and lloT architecture.

* Use guidance from IEC 63452.

* Check what is Monitored vs Controled data.
Apply dataflow directionality rules

 Based on the PTO’s risk appetite apply one the
following rules:

« “+” data flow is allowed in both directions.

 “R”:. data flow is restricted to read-only (from ZC-L5 to
ZC-L4) only by data diodes or similar measures which
maintain unidirectional flow

« “" data flow is prohibited
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»» coNcLusioN: CYBERSECURITY DETERMINISTIC DESIGN APPROACH

e Cloud-connected OT and lloT solutions bring many benefits but their

design introduces new risks and vulnerabilities.

e |loTis especially vulnerable to cyber attacks.
e Cloud design shares the PTO's risks with other actors.

e Specific Cloud-connected OT and lloT risks require specific design.

e Use deterministic cyber design approach in cloud-environments to
provide an SL3/SL4 protection to SIS (SIL 3 to 4)

e Around defense-in-depth principles:
e Network segmentation using Hardware enforced protection and other technologies.
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THANK YOU!

@ https://www.linkedin.com/in/serge-van-themsche/

@ https://waterfall-security.com/
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