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Valenciennes, 28/08/2025 

 
 

Compliance Test Results – New Common Interface (CI) 
 

 
Dear Vojkan Stefanovic, 

 
I confirm and certify herewith that the TAF TSI functionality implemented by the company RailNetEurope 

(Austria), within the project “New Common Interface (CI)” is compliant with the appropriate provisions of 

chapter “4.2.11 Networking & Communication” (and in particular of “4.2.11.5. Common Interface”) of the 

TAF-TSI Regulation (EU) 2021/541 and its new future Technical Document TD-104 “Common interface” 

(version 4.0.0). 

 

In this activity the company RailNetEurope implemented the new version of the TAF TSI Common Interface 

function. To enable the ERA verification, RailNetEurope has sent on 08/11/2024 to ERA technical 

descriptions for the New Common Interface version 3.0.6 and has set up for ERA a Common Interface test 

environment (see Annexes).  

 
 
 
  

 

Mickael VARGA 

European Union Agency for Railways 

Operational Data Unit 

Project Officer 

Email: mickael.varga@era.europa.eu 
  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2021.108.01.0019.01.ENG&toc=OJ%3AL%3A2021%3A108%3ATOC
mailto:mickael.varga@era.europa.eu
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Annex 1 – New Common Interface testing technical descriptions 

 
They were made available by RNE to ERA and could be found here: CCS - New Common Interface - 
Documents. 
 

 
 

 
  

https://railnetat.sharepoint.com/sites/cms_ccs-newcommoninterface/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2Fcms%5Fccs%2Dnewcommoninterface%2FShared%20Documents%2FProject%2FERA%20Certification&p=true&ga=1
https://railnetat.sharepoint.com/sites/cms_ccs-newcommoninterface/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2Fcms%5Fccs%2Dnewcommoninterface%2FShared%20Documents%2FProject%2FERA%20Certification&p=true&ga=1
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Annex 2 – New Common Interface test environment 
 

 
Access to the file systems of above Common Interface instances was done with the help of Win SCP version 
6.3.7. 
 

Old Common Interface 
WEB User Interface access: https://10.244.35.225:8443/   
 
New Common Interface Test 1 
WEB User Interface access: https://10.244.35.205:8443/ 
 
New Common Interface Test 2 
WEB User Interface access: https://10.244.35.206:8443/  

 
 
  

https://winscp.net/
https://10.244.35.225:8443/
https://10.244.35.205:8443/
https://10.244.35.206:8443/
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Annex 3 – Peer to peer communication and interoperability 
 
The New Common Interface ensures rail interoperability through its existing and new functions as 
summarised below: 
 
 

 
 
It allows – in line with the provisions of of “4.2.11.5. Common Interface” of the TAF-TSI Regulation (EU) 
2021/541 – the peer to peer communication between 2 CI local instances / database as it is capable to 
handle 
 

• message formatting of outgoing messages according to the metadata,  

• signing and encryption of outgoing messages,  

• addressing of the outgoing messages,  

• queuing of messages, 

• authenticity verification of the incoming messages,  

• decryption of incoming messages,  

• conformity checks of incoming messages according to metadata,  

• handling the single common access to various databases. 
 
With above message formatting and conformity checks, the CI ensures European rail interoperability. It is 
also important to mention that a CI can only perform all these actions when it is secured that a connection 
with the other CI instance is available (heartbeat is available): 
 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2021.108.01.0019.01.ENG&toc=OJ%3AL%3A2021%3A108%3ATOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2021.108.01.0019.01.ENG&toc=OJ%3AL%3A2021%3A108%3ATOC
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Above heartbeat is configurable and can be monitored within the Common Interface. 
 

 
 
 

1. message formatting 
 
The outbound message formatting can be configured within the following CI menus: 
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Above information (together with other CI definitions and operational information data) is stored in a 
dedicated CI database – see DDL (data definition language) excerpt: 
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Outbound messages can be transformed through a dedicated mapping tool which can store mappings 
according to the various types and the direction of the message. This tool can generate output files. 
 
The schema validation of the output files occurs during the message processing. During runtime, all 
outbound messages are validated against the defined XSD schemas. Any validation errors that occur during 
this process are logged and reported accordingly. 
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2. signing and encryption 
 
The CI can sign and encrypt outbound messages according to the provision of the ERA Technical Document 
104 using a private key derived from the TLS certificate. 
 
The output below is an example from the CI system that is handling outbound requests and heartbeats for 
communication between networked components. 
 
The first section includes a DEBUG log, indicating an outbound request is being sent. The message is 
compressed , encrypted, signed, and encoded in UTF-8. The sender and receiver have designated aliases. 
 
The next sections are INFO logs related to heartbeat messages. These are “Hey, are you alive?” (heartbeat) 
checks between different components, confirming communication is active. 
 

 
 
The signing, encryption (and compression) per message type and routing can be defined in the CI: 
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3. addressing of the outgoing message 
 
The outbound messages can be routed in the CI through the dedicated configurations of the remote CI and 
for the routing. With this option it is guaranteed that dedicated messages types will be sent to the 
appropriate remote Cis. 
 

 
 

 
 
 

4. queuing of messages 
 
The CI can queue outbound (and inbound) messages according to the provision of the ERA Technical 
Document 104. During the tests 1004 TrainRunningInformationMessages have been exchanged between the 
CI local instances “New Common Interface Test 1” and “New Common Interface Test 2”. The CI queuing 
between the Translation & Validation layer and the Security & transport layer enabled both CI local instances 
to exchange above 1004 messages in the right sequence, with a processing time from 2025-04-08T07:49:49 
to 2025-04-08T07:50:23.17, say within 34 seconds, with 29,5 messages per second (all values documented in 
LOG files). 
 
Failed messages from the queue are listed with their Error stack trace: 
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5. authenticity verification of the incoming messages 
 
Through the routing configurations and the certificate provided by the remote CI local instance, the CI can 
verify the authenticity of the incoming messages.  
 

 
 

6. decryption of incoming messages 
 
The decryption is performed by using the public key derived from the TLS certificate. The certificates are 
stored at (as an example) /var/lib/docker/volumes/tis-outbound-fs/_data/certificates at CI level.  
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7. conformity checks of incoming messages according to metadata 
 
In the same manner as stated in 1 message formatting above, the incoming messages can be checked and 
validated against pre-defined metadata rules and the XSDs created and stored in a dedicated section of the 
Common Interface. 
 

 
 

 
 

8. handling the single common access to various databases 
 
Replication Web service allows the selection of reference files for transfer to the calling Local Interface (a 
node in the network interfacing the legacy systems). The Local Interface requesting replication can choose 
the replication data and get the required data replicated (for example, data belonging to a specific country 
or company). Specific attributes of reference file can be used for filtering the replication of data including 
last modified date.  
 
Local Interface can replicate the Reference Data available in the CRD using the CRD Replication Web service 
(SOAP). Legacy Systems can consume the reference data provided by LI Replication web service.  
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Rule based replication of databases is also configurable with the Common Interface with filters, predefined 
schedules and volume. 
 

 
 
Export of the replicated data is possible: 
 

 
 
 
In addition, the whole set of legacy connectors (REST included) is available to connect the Common Interface 
with users’ internal systems. 
 
 
 
 
 
 


