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Compliance Test Results — New Common Interface (Cl)

Dear Vojkan Stefanovic,

| confirm and certify herewith that the TAF TSI functionality implemented by the company RailNetEurope
(Austria), within the project “New Common Interface (Cl)” is compliant with the appropriate provisions of
chapter “4.2.11 Networking & Communication” (and in particular of “4.2.11.5. Common Interface”) of the
TAF-TSI Regulation (EU) 2021/541 and its new future Technical Document TD-104 “Common interface”
(version 4.0.0).

In this activity the company RailNetEurope implemented the new version of the TAF TSI Common Interface
function. To enable the ERA verification, RailNetEurope has sent on 08/11/2024 to ERA technical
descriptions for the New Common Interface version 3.0.6 and has set up for ERA a Common Interface test
environment (see Annexes).

Mickael VARGA

European Union Agency for Railways
Operational Data Unit

Project Officer

Email: mickael.varga@era.europa.eu
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Annex 1 - New Common Interface testing technical descriptions

They were made available by RNE to ERA and could be found here: CCS - New Common Interface -
Documents.

&~ G () https://railnetat.sharepoint.com/sites/cms_ccs-newcommoninterface/Sl

QI—IE Microsoft 365

HaillNetEurop

CMS Home FAQ

@ CCS - New Common Interface
B Editingrid view @l Open ¥ [ Share €2 Copy link

Documents > Project > ERA Certification

O B Name ~ Modified ~
Database Schemas February 20
Encryption and Digital sign May 12
Message Schemas March 17
Test Logs April 13
B 2024-12-09_New Cl Acceptance Certificate... February 24
B API Perfermance Testing Results Report Ne...
@ Architectural Solution Graphs.pdf February 20
|2l compliance_report_-_ccg_now_me_commo...  January 15
[*] ERA Certification - REST Connector Test.mpd April 13
° @ ERA Report TIS NCI UAT original.... B March7
@ ERA Report TIS NCI UAT updated.docx March 25
New Cl Compliance Testing Tasks.xlsx March 17
@] New Cl Report April 2024.pptx April 8, 2024
B New Commaon Interface - Annex 2 - Techni... April 9, 2024
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Annex 2 — New Common Interface test environment

Certification Test Environment

New CI Test 1: Company 1111 New CI Test 2: company: 3178
1AFT2P224Inbound TAFTAP2240utbound
AFTAP351Inbound ' | TAFTAP3510utbound
TAFTAP2240utbound New CI New Cl TAFTAP224Inbound
TAFTAP3510utbound nboun
- — bd TAFTAP351inbound
—_—

Old Cl: Company 9998

Access to the file systems of above Common Interface instances was done with the help of Win SCP version
6.3.7.

Old Common Interface
WEB User Interface access: https://10.244.35.225:8443/

New Common Interface Test 1
WEB User Interface access: https://10.244.35.205:8443/

New Common Interface Test 2
WEB User Interface access: https://10.244.35.206:8443/
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Annex 3 — Peer to peer communication and interoperability
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The New Common Interface ensures rail interoperability through its existing and new functions as
summarised below:

New Common Interface Release

New Common Interface 3.0.6 Release Notes

Metadata Management

Message Processing & Exchange = XML

= Pre-processing

= Validation = CSV/Text/407

= Normalization

= Transformation

) Connectors

o Reuilg = Connectors Abstraction

= Heartbeats . JMS

= Message sending/receiving = Web Service Connector
= MQ Connector
= IP Socket Connector

Security

= Certificates
= Users & Rol
= Authenticat

es
ion and

authorization

Localization

- Existing Functions

Configuration
= Cache

Various Databases Support
= MySQL

= MSSQL

Mapping Tool

Improved Deployment

—New Functions 3.0.4

New Application
Architecture
= ActiveMQ Queues

Alerts & Notification
= SMTP Client & Templates
= User Notifications

CRD Data Replication
= Reference Files Handling LI-
LS Replication

Audit & Logging Tracing

It allows —in line with the provisions of of “4.2.11.5. Common Interface” of the TAF-TSI Regulation (EU)
2021/541 — the peer to peer communication between 2 Cl local instances / database as it is capable to

handle

message formatting of outgoing messages according to the metadata,
signing and encryption of outgoing messages,

addressing of the outgoing messages,

gueuing of messages,

authenticity verification of the incoming messages,

decryption of incoming messages,

conformity checks of incoming messages according to metadata,

handling the single common access to various databases.

With above message formatting and conformity checks, the Cl ensures European rail interoperability. It is
also important to mention that a Cl can only perform all these actions when it is secured that a connection
with the other Cl instance is available (heartbeat is available):
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r('F\’ﬂE Welcome mvarga E &

Logged in as Detective

Administration Reference Data Log & Audit Metadata Mapping LI Information
Queue Status Qutbound Online Status Inbound Online Status Confguration Status

Inbound Graphical Overview Inbound Table of Connectors Inbound Remote LI Status
AutoRefresh: ] Actual Time: 14:13:51

Records per page | 15 Refresh Interval | 10
Remote Ll Sender LI Name Heartbeat Heartbeat Timestamp Message Exchange Last Message Exchange Time
RNETEST1INTESTZ RNE Test LI12 . 2025-06-17 12:13:26 2025-06-17 11:34:38
OldClTestin old-ci.railneteurope.info . 2025-06-17 12:13:10

Above heartbeat is configurable and can be monitored within the Common Interface.

MRNE Welcom mvarga
Logsed nas Detective
Daibanl) (e (== Wain) ((Favie) ([l
LogSearch  LogConfsuration  Repiication Status LS Relica Lo
+  Filter
Records per page | 15
“““ﬂ“"‘"’ Date Serdos Event Type Lol Cannector Instance Message ID Sender Recsirer Event  [] (Showlullevent messagel
sy 20501 UTBOUNG, REMOTELS e o ETESTIOUTTOTESTa 1¢ e
pres
TassE0ESN)  ARS0619 OUTBOUND.REMOTELI une o Heartbeat OIGCITestOut 1 (7d62249-8a02-45 1601 22134749C585) Ay
162744452
nvcanome  HIS0619 INBOUND REMOTEL! e o Heartbeat Are you 3ihe?, Propertieiocalnterfaceame=RNE Test L2,
167734589
sioR0en 20250649 OUTBOUND. REMOTELS e o Heartbeat RNETEST10UTTOTEST2 1 (2401210-0960-47ds-9100-759eb2 ekt
pree ]
rssssetesy 20250619 OUTBOUND, REMOTELS ne o Hesribest OIGCITestOu 1 (7065245 5402 451b-b001- 25134749585 Avey
16273144
pciznome 2250619 INBOUND_REMOTEL! e = e, TestL12
16:27:21.680
sty 20501 UTBOUNG, REMOTEL! e o ETESTIOUTTOTESTa 1¢ SSataict06k
praset
Tasss0Rsi 2250619 OUTBOUND.REMOTELI une weo Heartbeat OIGCITestOut 1(7d632249-8a02-45 16001 2213449C585) Ay
167718437
nvcanome WSS9 INBOUND REMOTEL! e o Heartbeats Are you sihe?, Propertieiocalnterfceame=OidC Test,
167710274
ngaome 250619 INBOUND REMOTEL e e Hesrtbeat Ave o sve?, ProperestiocalntefaceName=RNE Test Li2
162708857

1. message formatting
The outbound message formatting can be configured within the following Cl menus:

r('HI_IE Welcome mvarga

Logged in as Detective
Dashboard Administration Reference Data Log & Audit Metadata Mapping LI Information

Message Format Config Public Metadata Private Metadata

+ Filter
Records per page | 15 Add Message Format Configuration 4+
Actions Message Format Format Type
/ '@' common_xml XML
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Dashboard Administration Reference Data Log & Audit
Message Format Config Public Metadata Private Metadata
=+ Filter

Records per page Add Public Metadata 4+ Import @

Actions

Z 8 W B
Z 8 W B
Z B8 WU B
Z 8 W B
/7 B W
Z 8 W B
7 B W B
7 B3 W B
Z 8 W B
Z B W B

MRNE
Dashboard Administration Reference Data Log & Audit Metadata

Mapping Definition ~ Mapping Association  Lookup Table Config

+  Filter

Record per page | 15 Add Mapping Association + | [[] View Drafts

D Actions Name

O
N

PCM224In

PCM3510ut

PDM224In

PDM3510ut

PRM224In

PRM3510ut

TCM224In

TCM3510ut

TRIM224In

TRIM2240ut

el & E e E (S
NN N NN NN NN DN
B EEDEEE D E E

TRIM3510ut

Metadata Mapping LI Information

Schema Name

PathConfirmedMessage-2.2.4
PathConfirmedMessage-3.5.1
PathDetailsMessage-2.2.4
PathDetalsMessage-3.5.1
PathRequestMessage-2.2.4
PathRequestMessage-3.5.1
TrainCompositionMessage-2.2.4
TrainCompositionMessage-3.5.1
TrainRunningInformationMessage-2.2.4

TrainRunningInformationMessage-3.5.1

Mapping Ll Information

Message Direction
INBOUND
OUTBOUND
INBOUND
OUTBOUND
INBOUND
OUTBOUND
INBOUND
OUTBOUND
INBOUND
OUTBOUND

OUTBOUND

Welcome mvarga
Logged in as Detective

Sender Company

1111

3178

1111

3178

1111

3178

1111

3178

1111

3178

3178
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Welcome mvarga
Logged in as Detective

Schema Version

224

3.5.1

224

35.1

224

351

224

3.5.1

224

Receiver Company

3178

1111

3178

1111

3178

1111

3178

1111

3178

3178

1111

Above information (together with other Cl definitions and operational information data) is stored in a

dedicated Cl database — see DDL (data definition language) excerpt:
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CREATE TABLE IF NOT EXISTS ~processing_reports™ (
“created_time” datetime(®) NOT NULL,
“id” binary(16) NOT NULL,
“draft” bit(1) DEFAULT NULL,
“effective_time” datetime(f) DEFAULT NULL,
“operator_id® binary(16) DEFAULT NULL,
“replaced_time” datetime(6) DEFAULT NULL,
“uneffective_time™ datetime(6) DEFAULT NULL,
" common_msg_type_enum” tinyint DEFAULT NULL,
" connector_instance” varchar(255) DEFAULT NULL,
“connector_type_enum” tinyint DEFAULT NULL,
“end_date” date DEFAULT MULL,
T first_group_enum’ tinyint DEFAULT NULL,
“last_time” int DEFAULT MULL,
“legacy_msg_type_enum” tinyint DEFAULT NULL,
“msg_direction_enum” tinyint DEFAULT NULL,
“receiver_company_id~ binary(16) DEFAULT NULL,
“remote_li_name” warchar(255) DEFAULT NULL,
“report_type_enum” tinyint DEFAULT NULL,
“second_group_enum” tinyint DEFAULT NULL,
“sender_company_id™ binary(16) DEFAULT NULL,
“start_date” date DEFAULT NULL,
PRIMARY KEY ("id™, created_time’),
CONSTRAINT ~processing reports_chk_1" CHECK (( common_msg_type_enum™ between @ and 2)),
CONSTRAINT ~processing reports_chk_2° CHECK (( connector_type_enum” between 8 and 6)),
CONSTRAINT ~processing_reports_chk_3" CHECK (( first_group_enum” between @ and 5)),
CONSTRAINT ~processing_reports_chk_4" CHECK ((" legacy_msg_type_enum™ between 8 and 2)),
CONSTRAINT ~processing_reports_chk_5° CHECK (( msg_direction_enum™ between 8 and 1)),
CONSTRAINT ~processing_reports_chk_6" CHECK (( report_type_enum” between @ and 3)),
CONSTRAINT ~processing_reports_chk_7° CHECK ((" second_group_enum” between 8 and 5))

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COLLATE=utf8mb4 0900 ai ci;

CREATE TABLE IF NOT EXISTS ~queue_management™ (
“created_time” datetime(®) NOT NULL,
“id” binary(16) NOT NULL,
“draft” bit(1) DEFAULT MULL,
“effective_time” datetime(6) DEFAULT NULL,
“operator_id~ binary(16) DEFAULT NULL,
“replaced_time” datetime(6) DEFAULT NULL,
“uneffective_time™ datetime(6) DEFAULT NULL,
" common_msg_type” warchar(255) DEFAULT NULL,
"~ connector™ varchar(255) DEFAULT NULL,
“failure_from™ varchar(255) DEFAULT NULL,
“failure_to” wvarchar(255) DEFAULT NULL,
“msg_id> wvarchar(255) DEFAULT NULL,
“private_msg_type’ varchar(255) DEFAULT NULL,
“queue_depth™ bigint DEFAULT NULL,
“queue_name_enum” tinyint DEFAULT NULL,
“receiver_id® binary(16) DEFAULT NULL,
“sender_company_id™ binary(16) DEFAULT NULL,
PRIMARY KEY ("id™,  created_time™),
COMSTRAINT ~queue_management_chk_1" CHECK (( queue_name_enum” between @ and 3))

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4 COLLATE=utfBmb4 0988 _ai_ci;

CREATE TABLE IF NOT EXISTS ~remote_li_info™ (
“created_time” datetime(b) NOT NULL,
“id" binary(16) NOT MULL,
“draft” bit(1) DEFAULT MULL,
“effective_time” datetime(6) DEFAULT NULL,
“operator_id~ binary(16) DEFAULT NULL,
“replaced_time” datetime(6) DEFAULT NULL,
“uneffective_time” datetime(6) DEFAULT NULL,
“additional sender companv id” binarv(16) DEFAULT NULL.

Outbound messages can be transformed through a dedicated mapping tool which can store mappings
according to the various types and the direction of the message. This tool can generate output files.

The schema validation of the output files occurs during the message processing. During runtime, all
outbound messages are validated against the defined XSD schemas. Any validation errors that occur during
this process are logged and reported accordingly.
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Dashboard Administration Reference Data

Mapping Definition  Mapp|

Save | SaveAsDraft Preview Cancel

Mapping Name

TRINewCITestVarga

tring <
4 String join

, Concat

& Constant

* Contains

#* Starts With

£ Sting Lengih
T4 Substring
T Substring afler

* { Subsiring before

ransiate

: + Normalize space
Au Capitalize

&, Lowercase

2, Uppercase

#; Count Substring
. 1s Empty

5, Find Substring

", Replace.

Match pattem

ring Compare

ring Compare Ignore Case
- String Let Padding

+ String Right Padding

Log & Audit metodats ([N Liinformation

Message Direction

Input message tree

@ TrainRunninglnformationMessage
B MessageHeader
B MessageReference
MessageType

MessageTypeVersion

Wielcome mvarga
Logged in as Detective

Input Message Type

v TrainRunninglnfo:

ionMessage-2.24

Compliance Test Results
RailNetEurope
New Common Interface (Cl)

Output Message Type

TrainRunningln

utput message tree

B TrainRunninginformationMessage

ationMessage-3.5.1

B MessageHeader

B MessageReterence

geType

MessageTypeversion

MessageDateTime

M outinglD

SenderReferen

B Sender
CLinstanceNumber
B Redpieat
Cl_InstanceNumber
Messagestatus
8

Identification
B TransportOperationalidentifiers
ObjectType
Company
Core
Variant
TimetableYear
StartDate
8 Relat
ObjeciType

TransportOperati

Company
Core

Variant

2. signing and encryption

B Sender

ClinstanceNumber

MessageDateTimeCreated

—a - @ Reciplent

MessageStatus

e ationalldentification
B TrensportOperationalidentifiers
—a Object Type
- Company

—u Core

— Variant
— TimetableYear
— . StartDate

& RelatedTranspor

perationalldentifiers

— ObjectType
——a Comparny
—= Core

The Cl can sign and encrypt outbound messages according to the provision of the ERA Technical Document
104 using a private key derived from the TLS certificate.

The output below is an example from the Cl system that is handling outbound requests and heartbeats for
communication between networked components.

The first section includes a DEBUG log, indicating an outbound request is being sent. The message is
compressed , encrypted, signed, and encoded in UTF-8. The sender and receiver have designated aliases.

The next sections are INFO logs related to heartbeat messages. These are “Hey, are you alive?” (heartbeat)

checks between different components, confirming communication is active.

2025-85-12T09:03:26.521Z DEBUG 1 --- [n(908)-10.0.1.5] c.r.n.c.o.r.i.s.OutboundConnectorImpl

: Send OutboundRequest(messagelIHost=108.244,35.204, messageldentifier=3226be84-04e3-406a-abb

signature=MOILI7pIZ1rNIM1BowkO/C /uBKZz+k6Vab9I5L27kul dzbuw/1SG/vORUWGNzrcmBmkk T6 195k /qruRalbdj]8ARmeD14] fiNAY AAFCyIczEYU+QE /ughl1K2s 38 mu95kPYae fQmAGVSEVEBhO4amby 5 1AHOC /6RrhRZgjRL IxsoXDkYsY
+XKgHukN3 35XH8OLNF /NNAb6UO3LDDgDAYp FDGQHARF JWEP Ly En3XAE T{CHIHIKyODOYzHnH]y-+QMaDI1awhM36RBmhSy FVnxr1qubliIDXIcud1 gc tLmChy/qkqlnL 7Z8qrsMHS5r/ tpe g7 pbRARCABPFnocLhPSHobV1Mn
+ViXid1naZHiMIg6zcphANYSP785GpvQrusrP56tL2008guIVXCQrBsyzHBBUVSCpe8IbldaKeX Ft7+miil16GK7VOe 1rMrbBImFSyZOzE2S FOBNb 3gFFn312G] sUc6Q58r3DuB1dgsVHIISMZ1S PSP /rHEHZN1vBb p6pAusiyveOXDEablwCXBBDST
message=eJuB2Asn9Ix]s2TFQuDi6dEdhkS/bZSVIP z4gcKbkndiSTrIVFdGAIrlyGYrgT 1pMP3ZKL ++BdvzBtaduj ZQIEXFh17qqbSm /bkmd1KZL L +eBzxhZV2HKk2Hi 3AbSugrjcZGI0eEm

+SpsAXCEasZ1917QIvZ8Tepz 1PrmMYSaRdV6Qs7kTj5BLDTSRTCI78XZn2urgFdxmu7ugl FeMb/T99KpsAb1188c 7c6dIHYRbv 23eET cEK/YNASpmmlPaCcquHdcs JHMEEL /qqBZ/ xRk 1pkQSq7BDgDBKUBNDA,/ m2VpPgxATlf pdSAhwtBi FEkvFr
Sy1048givYupBKuEwpnAldrBZRPHYCFALSNY 1mAVKE ] VPviYnDKsY4H, sBNRB t69B13D2FU48+bISOX27VKVGamk /TrtUM75 jW/RVoSCTbAM+qm3NmAGNa2951 IMc JunbjOhIg8hhkELgMLtoi TBDZMy tpIMkUTSeiPODN
+esksXI1gauduBYccQXZ2MMF tallbud8wMuSL uzFg2xGagBDYy1tGqETKExd 11t9SMSmtOSIOFkHuVbIoNe67 2XUKXBipUduGaYz6e99SLvl7xiBy r]xTGknKUGUKB7VETgHASLdsSmcl+t0ZBT6g IMhNAVaAGLquHKX TS+ FCkMpbDOAMS6CygdK+arRa
+691My 3L nqybK3WDrgpOPKNS pRAGLVHgESHC cqnzDF xPugBgbvZ2gUpavik670toNTXATNHLPGDds F gvSLwVFQWENLLbGahgN2CDAamSZ/NydxUxwccid /VHUzry TnS3VSecHakd fyZBUadUI8Skntws /MInCw2li 6H/s8bSpsaF iFziF5eTF15xVP
+UX4,/H/ 30k SMg8ncserUnvIE6unGZ3IBRIYuy @2t 1gHQEAEY FGFHC s 3uSBBPTAHAqmaSbZkZzFggmhOH / Ze 3qFuQMAvit zb1 ¥ 754/ azaasL 351 TcUd/AGBNL KliovH5 eLedAAs ZAk S tupHAg jdF ToIxBLtKxaBKC1jwqIL1F7/IPhpfREWQL+kjk
+rqQUqFTwiGuh7ATNFUKKqktBmeyRsFUR1hVTojdr/HBBNZpx t Ighxzl/FnkC sMAUEIORESTIGQ/ qISuBZRNT71THz43C 196X SVptuTEL TLAVIKnXrAT tpcllariekZmrthFie Jv/1T1L um3ytkufrpERRIRUCYXUdNd9BEM375rSELOFaiDVEY
+D25tAVCK1CxMDX2dUq5 79bn TemixSckEB2QIutoHrIVSgiPs824YSTSxv i FYWIp21t016149013R sdHHHDBDOUOUF Eny YQUOELBHBES sqHa3PBoZndnV,/ PLPVL x4k THRE a43Kez J tHdPIWAQIMEIUY60HIDSyMyVh Fu1Qi 8omF£1Z00qjuI9Ag]
+gUTABD7nRIV/ oMFpTanYQCynm2anNrt6Gms ak ryfulglhd/MihGVb2L ETSkAXuw/tTkefyl Dhxm3i0FA4RpCFB1TqXrVO/ jFzXGA+hsaZC3edMcA3dZ
+UhYqarbzFFg3LE3pfhxic/Tuk@ipd5Dgz6eUQz7a09nYgCG2NPBIYdRIX] / THBhXGVHERDQ3PUSWONCAQIUE Ag3EF iDspIpOhglvXmFKSR /1 TBI6G tadr PNVRZ3rTGIP2UAUF TUONaQOG 3HpEUB+YjNYdx]BSKGSQj XHy5B5] 1Z6D5CT sxgduVexrse
+AV9sDrfsa8Mz6032hshViuc3A1k1682d41BIMAE3bG /bO1Xs TEFQUNHDROFUKC1d7MIocYKAAZrHrjuktaVadnJKHZTb7r2252p1 /SENh8BFB1KRIFH18IDDVU/ eShF7uMXhSHC cHIF 1 s01DzMK+5t36KSLh30014QPnp1/XXWapFePVPInSYsK3Zz
+SD6ragUz5dppBKhTnUVIGeMZPpc2FhIDBS gubVQAADYDapnyVbMKN3yF /11/yZ2nUAcCXvd2E3S Theojx3FHOoer13abgX8laYXCy6xuAnby zd2a1Mah cDomkK+9p4YZxS2e8TaUsedtxek9I ag5I6GC I JHFnhNZFrpHUKKYMVNV3iUPHAL HpL SZ+N
+8hoguZ1rpR9ztyrgj7PASANNIFARLaRBONPhTNIeScTol+sL eet@ePSNMAFIERAKT1XvdaUE2ukVs 1 FEFADHLCK FHC s6v FG4uTdh1KmjYHRPYbiXT+ktkh1t]EADXGEHG ] GkuCOgB9d] CHZUEdR+zeD+401EGLVKRADESN23QehHLvANKHSe20aFUVH
+qZbugDZIUSmzh8qSyOwSbhXCVTKrgbOHXUUAF egnr sbuBuwtB80FuYg] siiibH/ ILgu7 jHRD7MROYMKWhBANDHOOG1gCZt 8911y FBEASNDH+ 1FBrGuL THBeZy Ighv+My 3moYQbr FakTaXq29YkDxheNOnUYLF CAEKZUUinThZ47N1X8qBH18r ZHNpS
+F jgHXuXoxuHs 93P sCgbDXXGO1UQ1 1 2h6kdToc 2Zay L PYg 1PT11TYpB3ISAGAADYXBBWTN7 15TUNL VBIIK 2y BDG+61] FR1QnsMxFnvBIVroym2HaUIgCXMHymCaZdB7ZHPKXC /e jmIywnhkhTXi s gDy ISK2urcOs +nujPQI1CbzudnuvAKi2836hng31
+7pBglttfuzqqyGSgoV53VWSINBE6Ap2211 IVR+rPiDFIabz 2CR2G /oemfosbBXKEm2hMortxVpTKnSBqs J9hFEBNsHATgA Xy 1uA
+V/tTkxCXhkbs13tqTocFkTuxnbTIURVPGyra6dEBC JmpuGBKA/MMQ3 gH3+ F 2 tilydBVBAH7BnQYARNC JHSUy 2gbs0qq9IP2uqr8TBGS cDRF HpAINtVUEDEpNn tRKBQ3 TUANAL ESC 26ZLKTp21gB{ UUBMIa7kMPNGHVZZRhO6P1 / ZnQadAXBFYR TGy XRKA
+85kdoHBXFailYQSnrZ pUYA/ tVIyVrkhiyli367LUaxnsX7Y2r tYKEx /UdBMXOWA] STrMVuvHkGk jK1VPx4rREKQMNNQDXO+ BUWZZzZuUBN11cQONDN ] 1W1XvBxgHUS zr2Q==) -> OutboundResponse(responseStatus=ACK, messageIdentifie

msgType=4005, msgTypeVersion=2.2.4, msgDateTime=2025-85-12T69:03
2025-85-12T09:03:33.873Z INFO 1 --- [8@-750eb27bcb@6] c.r.n.c.o.r.impl.HeartbeatServiceImpl

:26.413, remotelIName=RNE Test LI1, remotelIInstanceNumber=81, messageTransportMechanism=HEBSERVICE)
: Heartbeat RNETEST20UTTOTESTL 1 (24d8f20-096d-47da-0F08-759eb27bcb6) : Are you alive?, Pro

remoteInterfaceName=RNETEST20UTTOTEST1, remoteInterfaceInstanceNumber=1, remoteInterfaceHost=10.244.35.203, remoteInterfacePort=443, transportMode=WEBSERVICE) -> [HEART_BEAT_WS_RECEIVED]

2025-85-12T99:03:38.619Z INFO 1 --- [5b-eb42131e345@] c.r.n.c.o.r.impl.HeartbeatServiceImpl

: Heartbeat OldCITest Qut 1 (55c2f6le-B6d7-4eba-8e5b-eb42131e3450): Are you alive?, Properti

remoteInterfacelane=01dCITest_Out, remoteInterfacelnstancelumber=1, remotelnterfaceHost=10.244.35.225, remoteInterfacePort=8443, transportMode=WEBSERVICE) -> [HEART_BEAT_WS_RECEIVED]

The signing, encryption (and compression) per message type and routing can be defined in the Cl:
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®
4+ Fitter
Auta Refresh: (] Actual Times 11
— —— S——— ™ ™ = oo @ @ o=
TAFTAPZ24Cubound 20250408 07:49:49 ® Y RNETESTIOUTTOTESTZ
2240nstbenmd e Y RNETESTIOUTIOTEST2
TAFTAP244ANDIS 10utbound ® Y RNETESTIOUTIOTEST2
The outbound messages can be routed in the Cl through the dedicated configurations of the remote Cl and
for the routing. With this option it is guaranteed that dedicated messages types will be sent to the
appropriate remote Cis.
MRNE Welcome mvarga
Dashbosrd Reference Data Log& Audlt Metadata Mapping LiInformation
R Legas or Remote LI Config onfiguration  Replication € A
+  Filter
Record per pags | 15 Add Remote LI + ] View Drafts
O actions Name Host Name/ IP Address Instance No Message Direction Receiver Company Active
O7s a b ® OidCiestin 102 1 INGOUND: RNE.CGTEST Queus @ successtu
a ez 0 ® OliCTestOut 102 3 QUTBOUND RNETEST @ Successful
O a D ® RNETEST1INTEST2 10.244.35: 1 INBOUND RNE_CG_TEST_Queue @ successtul
o #z 0D RNETESTAOUTTOTEST2 10.244.35.204 1 OUTBOUND RallNetEurope @ Successful
MRME —— -
Dashboard Reference Data Log & Audit Metadata Mapping LUl Information
+  Filter
Record per page | 15 Add Inbound Message Routing +  Add Outbound Message Routing + | [0 View Drafts
O actions Name Instance Name/Remote LI Message Direction Massage Type Status
Oz & PCM3S1In TAFTAPSS IO nbina et
Oz @ POMS1in Inbound pon
O 2 @ PRM3511n Inbound PathRequestMessage-3.5.1 Active
Oz o TCM35IR TAFTARZS1inbound inbound TrainCompositionMessage-2.5.1 Active
Oz @ TRIM2241n INBOUND.REST TEST 3176 inbaund Tranunr stionMessage- 224 ctive
Oz @ TRIM3S 1IN TAFTAP3S inbound tnbound Traio 351 et

4. queuing of messages

The Cl can queue outbound (and inbound) messages according to the provision of the ERA Technical
Document 104. During the tests 1004 TrainRunninginformationMessages have been exchanged between the
Cl local instances “New Common Interface Test 1” and “New Common Interface Test 2”. The Cl queuing
between the Translation & Validation layer and the Security & transport layer enabled both Cl local instances
to exchange above 1004 messages in the right sequence, with a processing time from 2025-04-08T07:49:49
to 2025-04-08T07:50:23.17, say within 34 seconds, with 29,5 messages per second (all values documented in
LOG files).

Failed messages from the queue are listed with their Error stack trace:
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MRNE Welcome mvargs I

asseinssDutactive
Onsvors IR fefesOwa lssbAwt Mewns  Mawons Ukfomsion

Legacy Connectors~ SysConf  Remote LI Can Reuti y y

+ Fise

Records perpage | 15

O s Failura Time Message D Private Message Type ‘Comenan Message Type Sercler Roceiver Cannector Message Status,

B = @ 20250422 15453351 REST OUTBOUND TEST 18 TrainRunninginformationMessape-2.2.4 178 7

B e @ 2005-05-1209:0328.647 REST_OUTEOUNG, TEST 33 TrainBusmingintormationbessage 224 = e (5]
BE e @ 20050327 154733703 TAFTAP2A4ANDIS 10utbound
B &= @ 20250430 163959400 REST.OUTBOUND, TEST 24 TrsinRureingintormationhAcssage 224 3178 3 a
BE e @ 2005041415:1537.140 REST.OUTBOUND TEST_§ Trainfuswinginformationbessage 224 a7 317
B s @ 20250327 154733671 TAFTAP244AND3S 10utbeund a
B e @ 20050327 15:47.34082 TAF TAP244AND35 1 Outbound a
B &> @ 005041015:265273F REST QUTBOUND.TEST_2 TestRueminginormsiontsssse 224 178 £ ]
B = @ 0250327 15:47:33997 TAFTAP244ANDE5 1 Outbound 2]
B = @ 2025-04-15 08:15:23960 REST_OUTBOUND.TEST_10 mationMesage 224 a7 EE
B & @ 0250527 154914139 TAFTAP244AND3S 1 0utbound a
B = & 20250430 17:40:07.229 REST OUTBOUND TEST 2% mationMessase 224 178 B a
B s @ 20050410 15:47:48.120 REST_QUTBOUNG.TEST_6 mationMessape- 224 5178 E (]
B s @ 20050617 072804535 REST_OUTBOLING TEST_7 TeaRurminginformationbessage 224 378 am a
B e @ 20250410 153153018 REST.OUTBOUND,TEST.4 TesinRurminginformtionbesage 224 3178 3178 a

5. authenticity verification of the incoming messages

Through the routing configurations and the certificate provided by the remote Cl local instance, the Cl can
verify the authenticity of the incoming messages.

K‘RHE Welcome mvarga E

o
Logged in as Detective =
Dashboard Administration Reference Data Log & Audit Metadata Mapping LI Information

Jueue Status Qutbound Online Status Inbound Online Status Configuration Status

Inbound Graphical Ove W Inbound Table of Connectors Inbound Remote LI Status

+  Filter
AutoRefresh: [ ] ActuslTime: 14:21:07 [ Refre:
ecords per page | 15 Refresh Interval | 10
Sender Receiver Common Message Type RCVD SGNV DECR DECMP VALD TRFM RTD  Connector Message Routed Timestamp
3178 3178 TrainRunninglnformationMessage-2.2.4 INBOUND_REST_TEST_3178 2025-06-17 11:34:38

6. decryption of incoming messages

The decryption is performed by using the public key derived from the TLS certificate. The certificates are
stored at (as an example) /var/lib/docker/volumes/tis-outbound-fs/_data/certificates at Cl level.

Jvarflib/docker/volumes/tis-outhound-fs/_data/certificates/

v | docker

volumes
mysql_8.035-data
nei-certificates

tis-inbound-fs

_data
tis-outbound-fs
~ _data
certificates
Name . Size Changed Rights Owner
44 . 3/17/2025 5:04:50 PM TWXT=XT-X rnepuser
AJ“}ZM.N“HQ.JI(S 10KE  8/14/2024 9:38:38 AM TWHI-XT-X root
'jZZET7OE-nEw-:\-t\s-mmnn-nutmnngks 10KB  8/12/2024 2:24:40 PM TWXT=XT-X root
AjCACCSM(ham‘jks 4KB  8/14/2024 9:38:38 AM TWHI-XT-X root
ECACCSMcham_custum.Jks 16KB  8/21/2024 12:15:34 PM TWHI-XT-X root
Ttis.jks 2KB  8/5/2024 41713 PM rwxr-xrx  root
lt\s'uutbuundFSW‘jks 5KB 8/5/2024 41713 PM TWHI-XT-X root
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7. conformity checks of incoming messages according to metadata

In the same manner as stated in 1 message formatting above, the incoming messages can be checked and
validated against pre-defined metadata rules and the XSDs created and stored in a dedicated section of the
Common Interface.

MRNE Welcome mvarga

Logg=d in as Detective

Dashbaard Administration Reference Data Log & Audit Mapping U Information

+ Fitter
Records per page | 15 Add Message Format Configuration =+
Actions Meossage Format Format Type Schoma Type
Z W common_saml XML COMMON
MRNE Welcome mvarga
Loggedinas Detective
Dashbosrd Adminlstration Reference Data Log & Audit Mapping U Information

Public Metadata

+ Filter

Records per page Add Public Metadats + | Import [
Actions SchemaMame Schemaversion Message Farmat Scema Priarity
s B @0 @ 224 E MEDIUM
Z 8 0 3 asa el MEDIUM
s 8 @ 2 224 oL MEDIUM
2 B 0 8 PathDetalsMessage-35.1 as1 B MEDIUM
s @@ 8 PahRequestessage 224 224 o MEDIUM
Z A @ @ PathRequestiviessage-3.5.1 as1 L MEDIUM
s 8 @ B 224 3L MEDIUM
s B8 0 @ as1 o MEDIUM
s 8 0 8 224 XML IGH
s B o @ TralnRunningirformationhessage-3.5.1 251 XL HIGH

8. handling the single common access to various databases

Replication Web service allows the selection of reference files for transfer to the calling Local Interface (a
node in the network interfacing the legacy systems). The Local Interface requesting replication can choose
the replication data and get the required data replicated (for example, data belonging to a specific country
or company). Specific attributes of reference file can be used for filtering the replication of data including
last modified date.

Local Interface can replicate the Reference Data available in the CRD using the CRD Replication Web service
(SOAP). Legacy Systems can consume the reference data provided by LI Replication web service.

MRNE

Dastboad

Common Fields

Company 1D fame®

RalNetEurope OUTBOUND_REST_TEST_3178

Connector Fields for REST

Cheose File | keyStcrsConsantssie

Procassng htprestconnect/OUTBL Chaase File | o il chasen
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Rule based replication of databases is also configurable with the Common Interface with filters, predefined

schedules and volume.

m
WRNE
Dashboard Administration Reference Data Log & Audit Metadata Mapping U Information
Replication Config
+ Filter
+ CRD Information
Record per page | 15 Add Replication Confis +

NNANSNNSNS NSNS NS NEE

H
B 266666 3
VVVY VNV VVVYYV

Replication Name

Companies

Countries

Countries Now

Primary Location Now

Primarylocations

PrimarylocationsAustria

PrimarylocationsDbNetz

Subsidiary Type Now

SubsidiaryLocation

SubsidiaryType

test12

Export of the replicated data is possible:

MRNE

Administration Lo & Audit

Countries  Companies  Location

Subsidiary Locations | | Subsidiary Type

+ Filter

Records per page | 15 Export All @
O Actions Location Code
[ < | 58269
0O a 57529
0 = 56149
[ c | 36897
0 = 75415
0O s 36215
0 = 56159
0O & 57423
0O e 73322
0O o 73342
0 & 33364
[ - | 35742
0O a 56516
0O & 33903
[ c | 33832

Metadata Mapping LI Information

Welcome mvarga

Logged in as Detective

Welcome mvarga

Logged in as Detective

Location Name
AHr Soutéska

AHr Strénov

AHr Svadov z

AHr Topolany

AHr Togniknz

AHr Troubsko z

AHr Téchlovicez

AHr Vehynice

AHr Zbudovz

AHr Zéblatitkoz

AHr Celadna z

AHr Cernotinz

AHr Cervené Pelky nz
AHr Cerveny Dviir

AHr Spitky z

< 1 . 1921 22 23 .. 2542

Country

cz

cz

cz

cz

cz

cz

cz

cz

cz

cz

cz

cz

cz

cz

cz

>

Replication Data
Company
Countries
Countries
Primary location
Primary location
Primary location
Primary location
Subsidiary type
Subsidiary location
Subsidiary type

Countries

Responsible IM

In addition, the whole set of legacy connectors (REST included) is available to connect the Common Interface

with users’ internal systems.
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